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Maritime cyber lab provides
‘frighteningly realistic’ look at
the potential of cyber-crime
The global shipping industry is increasingly relying on digital and connected
solutions, but despite efforts to deter hackers, it is an area brimming with
opportunities for some of the world’s cyber-criminal masterminds. Digital Ship
spoke with Professor Kevin Jones from the University of Plymouth to find out
how the maritime cybersecurity landscape is changing.
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he international shipping
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surge in demand for digital technology and remote
connectivity to facilitate efficient and
safe operations. As dependence on
digital solutions has grown, so too
has the window of opportunity for
cyber criminals to infiltrate weak or
vulnerable systems. In the last three
years, maritime cyber-attacks have
risen by 900 per cent[1], and a recent
further growth demonstrates the
urgent action the industry needs to
take to protect itself against increasingly sophisticated cyber-crimes.
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The growing business
of maritime cybercrime
The media depiction of cyber-hacking
is often far from the real world of
cyber-crime. It is a structured and
organised business, and one that is
rapidly growing. For those with the
right set of skills, cyber hacking can
be a lucrative business. Unfortunately
for the international shipping community, the capital flowing through it
offers ample opportunities for financial gain, making it an attractive target for cyber hackers today.
Professor Kevin Jones who leads
the Maritime Cyber Threats Research
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and is Principal Investigator for
Plymouth’s £3.2 million Cyber-SHIP
Lab project, believes that the industry
is facing a new challenge as cyber
criminals become increasingly hungry for exciting new opportunities,
which the maritime arena is providing for them. “We’ve crossed this new
threshold where cyber criminals have
realised the potential of exploiting
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ships’ systems and I think we’re only
going to see this building,” he told
Digital Ship during a recent interview.
Professor Jones notes that in the
last year, evidence of the maritime
space becoming a mainstream area
for cyber-attacks has been highlighted by several major shipping companies admitting to cyber breaches[2].
He says that this has in part been
exacerbated by increasing reliance on
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digital technology and communications
networks as the industry navigated the
coronavirus pandemic. While digital tools
have rapidly advanced to meet the surge in
demand, so too has the development of
sophisticated cyber-breaches. “Script kiddies”, entry-level cyber criminals, make
use of existing software to target ships’ IT
networks. They are being superseded by
larger, whole system takeover events that
have the potential to cause global economic shutdown.
Today there are numerous cybercrime
HR agencies and toolkits available for those
seeking to break into the maritime arena,
Professor Jones told Digital Ship. “If you go
to the right places, you can buy a readymade toolkit for a ransomware attack on a
particular sector. Now, those toolkits
designed specifically for the maritime sector are beginning to appear,” he said.
“What this means is that these script-kiddies now have access to toolkits specifically
designed for huge ransomware attacks on
large vessels, such as cruise liners, which
could be absolutely catastrophic.”
Moreover, previous cyber incidents that
were directed elsewhere but accidentally
hit the maritime sector have only further
highlighted system and network vulnerabilities. Armed with this extra insight on
maritime system weaknesses and the realisation that taking control of a ship’s network is not all that difficult and can result
in huge financial gain, cyber criminals are
purposefully targeting ships with phishing
and ransomware attacks.
The shipping industry is also seeing an
increase the number of Advanced
Persistent Threats (APTs). These are where
a system is infiltrated months or even years
before the attack is activated, providing the
shipping firm with virtually no warning of
the breach. “These types of attack chains
enable the cyber hacker to monitor the system and build an extra layer of information
through malware that tracks what is being
done onboard. Malware could be planted
but nothing happens. Then, three years
later, the ship starts to re-route itself and
no one has any idea why. At this point, the
cyber hackers could demand payment and
not release the vessel until payment has
been received,” Professor Jones explained
to us.

Changing attitudes
towards cyber-crime
One benefit of cyber crime’s increasing
profile in the maritime sector, according to
Professor Jones, is that it has garnered
more attention from those at the decisionmaking level. “Senior executives have
gone from thinking it’s a problem somewhere that someone should be thinking
about, to realising how it could affect their
bottom line. This changes attitudes
towards cyber-crime and encourages willingness to consider new solutions,” he
explained.
On the other hand, the heightened focus
on maritime cybersecurity has led to a
surge of solution providers keen to offer
tools without the experience needed to target the sector’s niche cyber requirements.
“There are those who really understand
the maritime environment and can bring
sensible security advice, and there are
those who understand security, but don't
understand maritime and ships so well

and the niche arena that they operate in.
One of the major challenges at this time is
that there is a limited skill set of people
that understand both the industry and the
technical side of cyber-crime,” Professor
Jones told us. This results in shipping companies being provided with inappropriate
advice or solutions on cyber protection and
spending unnecessary money on systems
that don’t target the problems they have.
“There’s a bit of educating and balancing
to do there and building more collaboration and trust between different players,
both in and outside of the maritime arena,”
he noted.

Building a network
of trust
Given the complex and political nature of
many cyber-crimes, it is far from straightforward to determine exactly how many
cyber-crimes or attempted attacks are taking place at any given time, Professor Jones
told Digital Ship.
Many shipping companies are reluctant
to disclose their cyber breaches for fear of
showing weakness in their security systems, while lack of a solid mechanism for
reporting incidents means that many
attacks remain unacknowledged.
Furthermore, according to Professor
Jones, many incidents are initially reported as human error and it is not until further investigation that it becomes evident
that the error was a result of outside
interference.
Professor Jones believes that reporting
cyber incidents and sharing this information needs to be supported via a ‘network
of trust.’ This would facilitate a structure
whereby operators can anonymously share
their system vulnerabilities with other
operators, helping to improve understanding around system vulnerabilities and
areas at risk. He also believes that this
should be led by large credible organisations of sufficient weight to secure trust
from major shipping players.

Cybersecurity in an
autonomous future
The introduction of autonomous systems
and remote operations to reduce the burden on humans will no doubt change the
picture around cybersecurity, Professor
Jones confirmed.
Fewer people onboard a ship will
reduce the opportunity for information to
be leaked or malware to be downloaded. In
addition, systems today are being built

with the autonomous future in mind and a
‘secure by design’ approach is being widely implemented, pushing systems to be
fundamentally secure from the get-go.
On the other hand, replacing certain
human tasks with autonomous systems
reduces the opportunity for a human to
recognise when something might be awry.
“Without the human in the loop, it is only
the electronic information that is being
used for decision-making, and the decision
is being made by an algorithm,” Professor
Jones explained.
A further complication is that adding
more devices and communications systems onto a ship and enabling remote
access increases the surface area for an
attack. “The more systems involved, the
greater the opportunity for a vulnerability
somewhere to be exploited,” Professor
Jones noted.
Moreover, the higher number of systems and processes involved, the greater
the uncertainty there might be around who
is responsible for ensuring security at
every level and every system. “I think the
industry just has to accept that there will
be some additional activities that just need
to be done and some costs involved, but it
will be important to recognise these and
implement the right security from the
start.”

Cyber-SHIP Lab gives
‘frighteningly realistic’
look at the potential
of cyber crime
Researchers such as those at the University
of Plymouth will continue to play an
increasingly important role in building
knowledge, trust, and transparency within
the realm of maritime cybersecurity.
Professor Jones notes that academics will
play a critical role in analysing information
from various cyber breaches, placing it
under different scenarios, and feeding it
back to the industry anonymously to provide greater understanding of the threats
and the responses needed to mitigate serious cyber incidents.
The University of Plymouth has already
made huge strides in this area by launching its own £3.2 million Cyber-SHIP Lab in
2020 to pursue research and development
around maritime cybersecurity. It is a
hardware-based, configurable research,
software development and training platform that researchers at the lab use to test
how real-life ship equipment responds to
various cyber-attack scenarios. The goal is

Cyber-SHIP Lab uses real ship equipment to analyse various cyber-attack scenarios.
Image source: University of Plymouth
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to better understand system vulnerabilities
and their responses and develop cyber
resilience strategies. Unlike a simulator set
up, the lab features a genuine, “physical
twin” bridge and control system configuration where various devices and systemsof-systems can be placed under ‘attack’
and hacked into by the team’s 12 active
researchers.
The scenarios are used to show shipping companies and equipment manufacturers where system vulnerabilities lie and
how they respond to cyber-attacks, and to
demonstrate how effective patching and
cyber awareness can be in mitigating
severe system breaches. “With these scenarios we are able to prove how absolutely
critical it is for the industry to take these
threats seriously and to take action to
secure their systems and ships,” Professor
Jones explained. “It’s realistically frightening or frighteningly realistic, depending on
which way you look at it,” he said. “We’re
basically showing that it’s not that difficult
to build an attack chain that can close a
port down for a week or crash the entire
economy.”
In fact, he noted that a recent scenario
undertaken by the team showed it would
take only a series of four similar incidents
to the Ever Given event to completely shut
down much of the global economy.
The team has also discovered so far that

there is no single device or system without
vulnerabilities. Often critical systems like
ECDIS or AIS are security patched, but the
network switch boxes that connect such
systems are often forgotten about. At the
Cyber-SHIP Lab, the team is currently
looking into the processes and effects of
hacking into a rudder system, which can
be accessed via small devices that process
the equipment’s signals. Often these connecting devices are missed on schematic
diagrams due to their size, causing vulnerabilities to go unnoticed. Under the rudder
scenario, the team has demonstrated that it
is possible to take over the entire rudder
and cause catastrophic consequences by
infiltrating one of these devices.
The Cyber-SHIP Lab is also developing
an audit suite to set up any ship or bridge
configuration as a physical twin and place
it under different types of cyber-attacks.
The purpose is to run an audit of any shipping company’s set up and show them
where they are secure and where they have
gaping holes in their security systems.
Professor Jones hopes that something like
this will become industry standard. The
team is currently assessing around six scenarios but is continually adding equipment and devices to the lab, enabling it to
be endlessly configurable to play out every
kind of cyber-attack scenario possible.
The ultimate goal of the Cyber-SHIP

Lab is to identify and demonstrate vulnerabilities in IT (Information Technology)
and OT (Operational Technology) systems,
raise awareness of maritime cybersecurity,
and through research and investigation,
build a configuration that is impossible to
be broken into. By the end of next year, the
Cyber-SHIP Lab is expected to be configured in a way that can be used for both the
university’s experiments, but also by commercial partners to identify how a change
in their device would affect their cyber
risk. Research from the lab will also be
used to highlight the importance of implementing proper policies around cybersecurity and installing the right patching
regimes and firmware updates to fully
protect shipping companies against
threats.
Another focus area for the University of
Plymouth is maritime risk assessment, for
which the university was recognised for its
achievements in May 2021 with a Lloyd’s
Science of Risk prize[3].
The university won the award for its

MaCRA model that identifies the specific
risks likely to be encountered by particular
vessels on trade routes all over the world,
enabling shipping operators and insurers
to rapidly assess individual ships or entire
fleets’ cyber risk profiles. The model has
been applied to different scenarios to
deliver a very real view of what would
happen in the event of an attack on a ship
or port, with very high accuracy and granularity. According to Professor Jones, this
level of scenario risk assessment has never
been done before.
Cyber-SHIP Lab is currently working
with several industry partners, including
ship operators, hardware and software
solution providers, ships’ bridge system
integrators, class societies, and organisations involved in maritime personnel training. Experts at the Cyber-SHIP Lab are
keen to push for industry wide collaboration and engagement and are seeking further partners to help develop actionable
solutions that will address the cybersecurity issues facing the industry today.
DS

[1] www.thedigitalship.com/component/k2/item/6706-maritime-cyber-attacks-up-by-900-in-threeyears
[2] CMA CGM, Mediterranean Shipping Company, and the International Maritime Organization
were all hit by cyber-attacks in 2020. Maersk and Cosco were also both previously hit in the last
four years.
[3] www.thedigitalship.com/component/k2/item/7307-university-of-plymouth-recognised-forwork-on-maritime-cybersecurity

DNV acquires Applied Risk to create cybersecurity powerhouse
www.applied-risk.com
www.dnv.co.uk
DNV has announced it will acquire industrial cybersecurity specialist Applied Risk
with the goal to build the world’s largest
industrial cybersecurity practice, defending critical infrastructure against emerging
cyber threats.
Threats to industrial cybersecurity are

becoming more common, complex, and
creative. The maritime industry witnessed
a 400 per cent increase in attempted attacks
between February and June 2020 alone,
according to Naval Dome[1]. Recovery
from an attack can cost organisations hundreds of millions of dollars.
Many of the world’s largest shipping
companies and other maritime organisations have been subject to serious cyberse-

curity attacks. The International Maritime
Organization (IMO), which encountered
an attack itself last year, has placed
renewed focus on this issue. In January
2021, it introduced new guidelines stating
that a ship’s safety management system
should account for cyber risk management
in compliance with the ISM Code.
Technology research company Gartner
forecasts that cyber criminals will go
beyond making attacks for financial gain
this decade, and progressively weaponise
industrial control systems to cause harm to
human life[2].
“Maritime assets are now at higher risk
of new forms of cyber-attacks, as their control systems become increasingly connected. Life, property and the environment are
at stake. DNV is investing significantly in
helping our customers build a powerful
force of defence. By joining forces with
Applied Risk, we aim to build an industrial cybersecurity powerhouse to support
the sector in managing these emerging
risks,” said Remi Eriksen, group president
and CEO, DNV.

A combined force
of defence
Established in 2012, Applied Risk is a
thought leader in next generation cybersecurity solutions in maritime and other
industrial sectors. The company’s team of
engineering and cybersecurity professionals headquartered in Amsterdam, the
Netherlands, have contributed to a wealth
of industry standards and led the develop-

ment of security strategies for national
governments. Applied Risk works with a
broad client portfolio, including Fortune
500 companies across Europe, the Middle
East and Asia.
Applied Risk’s experts will join forces
with DNV’s cybersecurity specialists, who
work with governments, corporations, and
industrial operators to keep projects and
operations secure. DNV provides realworld cybersecurity expertise to some of
the world’s most complex infrastructure
projects, helping customers identify their
cyber risks, build a powerful force of
defence against threats, recover from
attacks and win stakeholder trust and
support.
“DNV and Applied Risk share a common vision of safeguarding critical industrial assets from the growing volume and
complexity of cyber-attacks. This partnership brings together two highly respected
organisations in industrial assurance and
cybersecurity solutions. We will combine
the strengths of Applied Risk and DNV
with significant investments in security
research and innovation to build and grow
a cutting-edge industrial cybersecurity
business that helps our customers outpace
new threats posed by cyber criminals,”
said Jalal Bouhdada, CEO, Applied Risk.
Applied Risk and DNV will operate
together under the DNV brand. A combined leadership team from both companies will be tasked with scaling a merged
cybersecurity business with ambitions for
significant growth by the end of 2025.

[1] thedigitalship.com/news/maritime-satellite-communications/item/6615-global-pandemic-sees400-per-cent-rise-in-cyber-attacks

Jalal Bouhdada, CEO of Applied Risk and Liv Hovem, CEO of DNV Accelerator

[2] www.gartner.com/en/newsroom/press-releases/2021-07-21-gartner-predicts-by-2025-cyberattackers-will-have-we
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Sailing away from cyber-crime
The pandemic has shifted the way vessels use and rely on communications technologies and as a result,
new cybersecurity threats have emerged. Digital Ship spoke with the CEO of cybersecurity solution
provider Cydome to find out how the industry can better prepare itself for a cyber-secure future.

A

s the maritime industry faces
increasing threat from cyber
criminals, companies must
ensure they implement an
effective cybersecurity management strategy else they will pay the price, warns Nir
Ayalon, founder and CEO of cybersecurity
solution provider Cydome.
In the last three years, maritime cyberattacks have risen by 900 per cent[1]. The
pandemic has catalysed a further increase
of 400 per cent[2] as dependency on digital
tools, remote connectivity and communications has expanded, increasing the exposure of ships’ systems to cyber criminals.
Speaking with Digital Ship, Nir Ayalon
said that this new world we are operating
in is spurring fresh motivation from cyber
criminals. He believes that cyber-crime
will continue to rise into 2022 and urges all
stakeholders in the maritime arena to take
responsibility over rising threats. “It is
absolutely critical for companies to protect
their assets and address cybersecurity right
from the start,” he explained. “Companies
cannot wait for the hackers to get them
before they start addressing the gaps in
their cybersecurity management. They
have to act now before we see a repeat of
the event we had a few weeks ago,” he
said, pointing to an event that happened at
the beginning of November where multiple Greek shipping companies were hit by
a ransomware attack. “This type of incident shouldn’t have happened, but it did,
and events like this will continue to happen into the future unless we take serious
measures now,” he warned.
He believes no single person or stakeholder should be responsible for cybersecurity management alone, but that a
widespread collaborative effort is needed
from all maritime players. Shipping companies need to implement an effective
cyber management strategy, and solution
providers must ensure their equipment is
designed with the highest level of security,
right from the start. “The shipping industry cannot try to do everything on its
own,” he noted. “We need to have a collaborative approach between regulatory
bodies, system providers, and shipping
companies to ensure all those working in
the industry, including crew onboard
ships, understand the importance of cybersecurity and the risks and vulnerabilities
tied up in each system or operation.”

Securing systems:
IT vs OT
According to Ayalon, managing the cybersecurity of Operational Technology (OT) is
more challenging than other aspects.
“When we talk about vessels, we have the
communication aspect, such as the computers onboard, and then we have the
operational technology, which includes the
machinery, the engines, the sensors, and
the pumps that all are connected to each
other. The biggest challenge is protecting

these OT devices,” he told us.
“When these devices were previously
installed, perhaps some even 20 years ago,
cybersecurity wasn't included in their
design specification. It wasn’t a concern at
that time. But today it is, and we need to
make sure we not only design new systems
that are cybersecure but also make sure
these older systems are built with the capabilities to be updated.”
A further challenge facing the industry
is that often Information Technology (IT)
systems are frequently updated with the
latest cybersecurity patches, while OT systems remain untouched. “When this happens, we end up with a sort of hybrid system. We have a modern and secure IT network but an outdated and weak OT system
and with increasing interconnectivity
between the two, the opportunities for
cyber criminals to infiltrate both types of
technology increases.”

Finding the right
cybersecurity partner
While the maritime industry is starting to
recognise that there is a major cybersecurity problem that needs addressing, hesitancy is still prevalent as companies remain
uncertain as to how best to tackle the ever
new and growing challenges it faces.
Companies are often deterred from taking action if they have invested in a solution in the past without seeing a return on
investment, or in a worse scenario if they
have implemented a solution but still been
hit by an attack with severe financial implications. According to Ayalon, this discourages companies from further investment,
leaving them vulnerable to future attacks.
He believes that companies need a fully
proven, tried and tested agnostic solution
to ensure complete protection and heighten confidence around maritime cyber
prevention.
Cybersecurity specialist Cydome has
developed a complete cybersecurity suite
that offers protection against all types of
cyber threats to ships’ systems and equipment including the IT, OT and IoT infrastructure. The company started developing
its solution several years ago and has since
conducted pilots with several shipping
companies to prove its efficacy.
The suite consists of both a hardware
and software application. The software generates a real-time map of all assets onboard
a ship, such as the communication system,
engine and generator, and continuously
monitors assets’ behaviour. It identifies vulnerabilities or irregularities and patches
them to ensure they are cyber-secure.
The software uses machine learning so
as soon as it is installed on a vessel it
begins learning how the ship operates and
can determine the difference between standard behaviour and irregularities. The
software keeps a record of all irregularities
for current and future analysis, but only
provides alerts of key events to avoid

alarm
fatigue.
According to Ayalon,
it takes from just a
few hours to a few
days for the software
to start learning and
responding to the
vessel’s operational
profile.
Cydome’s system
is
certified
by
Inmarsat. The company recently joined
Inmarsat as a Fleet
Connect Application
Provider.
This
Nir Ayalon, founder and CEO of Cydome urges all stakeholders in
enables Cydome to
the maritime arena to take responsibility over rising threats
use Fleet Connect to
offer its cybersecurity
solution to shipowners and managers, mously. “There needs to be a way for comincreasing cyber coverage for IT, OT, and panies to feel confident in sharing inforIoT systems onboard vessels.
mation about their experiences with cyber
Ayalon says Cydome’s suite is a ‘plug breaches without feeling anxious about
and play’ solution that can easily be further vulnerabilities they might open
installed by a member of the crew onboard themselves up to,” he explained.
a ship. Prior to COVID, a Cydome member
Cydome is currently working with
would have visited the ship to install the Constanta Maritime University in
solution, but as a result of the travel restric- Romania to pursue the development of a
tions, Cydome simplified the installation joint database where all maritime participrocesses, enabling it to be done with no pants can contribute. The database aims to
expertise. From a remote location, Cydome enhance research capabilities into the
can then finish configuring the system and industry’s vulnerabilities and spread
installing updates.
knowledge and awareness around cyber
Cydome also delivers automated threats, addressing an important gap in the
reports to offer shipping companies a way market today. The duo will encourage
to prove compliance with maritime cyber more partners to join the hub throughout
regulations.
2022.
The Cydome team consists of maritime
Heading into next year, Cydome plans
and cybersecurity professionals, ex-naval to continue working with other organisaofficers, big data, data privacy, and cyber- tions to enhance maritime cybersecurity
security experts. A member of the team is research and knowledge, and to develop a
available 24/7 to provide support when standard for information sharing. “We
needed, whether for general queries or for know that not all companies are focusing
assistance around a specific threat or event. on cybersecurity and for us it is very imporAyalon said that Cydome works “hand-in- tant that as an industry we work together
hand with the customers before to prepare to continue investigations and ensure that
them for how they will improve their cyber every cyber event that is happening in the
resilience and to make sure the system is market is properly handled. We need to
suitable for their needs.”
make sure that every organisation understands why a cyber event happened so that
they can learn from it and prevent it hapTransparency and
pening in the future,” he said.
data sharing
Ayalon would also like to see more nonInformation sharing and transparency will
also play a critical role in combatting maritime cybersecurity professionals join
cyber-crime in the long-term, particularly the industry to facilitate greater underwith the rise of automated systems and standing around tackling cyber-crime.
The key takeaway from Ayalon is that
processes both onboard ships and on
shore. “Shipping companies are reluctant “The market needs to be aware that cyber
to disclose threats for fear of appearing risk is already here, it's not waiting to come
weak or vulnerable so there is a missed and get us. It’s here now and we need to be
opportunity to share knowledge and learn prepared and work together. It's not just
about protecting one company, but profrom previous attacks,” he noted.
This is something that Ayalon is keen to tecting this whole ecosystem. We all need
see change through a database where to take responsibility to be able to protect
companies can share information, anony- it,” he warned.
DS
[1] https://thedigitalship.com/component/k2/item/6706-maritime-cyber-attacks-up-by-900-inthree-years
[2] https://thedigitalship.com/component/k2/item/6615-global-pandemic-sees-400-per-cent-rise-incyber-attacks
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Onus on shipping companies
to manage cyber risks
As cyber-attacks continue to rise, shipping companies must prepare now with a cool head and
a careful plan to ensure that they are not the lowest hanging fruit in sight, writes Lars Fischer,
managing director of Softship Data Processing, Singapore.

A

s reported in the Allianz Shipping and Safety Review 2021,
malware, ransomware, and
phishing cyber-attacks against
shipping companies increased by 400 per
cent through the first months of 2020, as
the COVID-19 pandemic took hold. While
admittedly anecdotal, at Softship, a
provider of software solutions for the liner
and ship agency segments, all indicators
we have seen point to the number of shipping companies being targeted by cyber
criminals rising exponentially, and continuously, since.
This is despite increased regulatory
requirements on organisations across the
maritime industry to assess and implement measures to enhance cybersecurity
both onboard and ashore. In January 2021,
the International Maritime Organization’s
(IMO) Resolution MSC.428(98) came into
effect, requiring cyber risks to be
addressed in Safety Management Systems
(SMS), not long after the IMO was targeted
in a cyber-attack. The European Union’s
Network and Information Systems
Directive also extends to ports and shipping and places further impetus on ship
owners, operators and managers to manage cyber risk; yet, a concerning number of

Lars Fischer, managing director of
Softship Data Processing, Singapore

shipping companies we approach do not
have a grasp on how to actually defend
against or manage a cyber-attack.

Understanding your
weak points
It is of significant concern that attacks
mounted by cyber criminals against shipping companies are not only increasing in
frequency, but are becoming increasingly
sophisticated and well-informed, too.
These criminals appear to understand the
ins-and-outs of how maritime companies
operate and what the wider supply chain
impacts of any malicious attack can be –
this is not a scattergun approach, it is targeted and considered.
In the past five years, all four of the
largest container lines have experienced
significant cyber-attacks – some more than
once. This is important to note because, as
the industry heavyweights, these companies were much more well-equipped to
handle cyber threats and incursions than
the majority of their peers but fell prey to
cyber criminals due to easily avoided mistakes. While each of the cyber-attacks on
the Big Four were recovered well by inhouse teams and external partners, the
ramifications of these attacks on global
supply chains were very visible, and it
seems this has served to highlight the
cyber vulnerabilities of the industry as a
whole to hackers. More recently, the threat
has exacerbated further as criminals
appear to be working to interfere with
ship-shore interfaces as vessels become
more connected.
The pervasive threat to shipping companies is that of a malware attack. A malware attack is when cybercriminals create
malicious software that’s installed on
someone’s device without their knowledge
to gain access to personal information or to
damage the device, usually for financial
gain. Different types of malware include
viruses, spyware, ransomware, and trojan
horses. Malware attacks can occur on all
sorts of devices and operating systems,
including Microsoft Windows, macOS,
Android, and iOS. They are particularly
vicious because they are very difficult for

individuals to detect until it is too late.
Shipping companies are low-hanging
fruit for cyber criminals for several reasons. Not only do most shipping companies operate worldwide, but they also
depend upon the exchange of huge
amounts of data and information from
countless parties. This makes it harder for
shipping companies to exercise control and
discipline over people and IT systems. This
is particularly the case for container lines,
which transact with a large pool of agents,
authorities, service providers and freight
forwarders (to name a few), many of which
must share documents, links, and financial
data. These are tools that cyber criminals
use as vectors to access the shipping company’s network. These fake emails, links,
websites and documents are also increasingly difficult to spot, as attackers have
become more adept at imitating legitimate
organisations.

How to minimise
cyber risk
We’ve all heard that advice – ‘just don’t
open emails/files/links from someone you
don’t know’ - but how can shipping companies actually guard against such attacks,
given that hackers are imitating legitimate
organisations and people cannot feasibly
work without opening emails from
unknown senders, nor can they not open
files from seemingly legitimate senders?
• Follow recognised guidelines: ensure
all installed software applications have
been developed to comply with OWASP
guidelines and recommendations. The
Open Web Application Security Project
(OWASP) details a globally accepted basis
for testing web application technical security controls as well as providing a list of
requirements to ensure safe development.
Compliance with OWASP means your
software has been developed and tested to
a globally accepted standard for web security – and that’s vital.
• Carefully selecting software/storage
options: work with your IT departments
and third-party software service providers
to develop robust cyber-security mechanisms and fail-over alternatives. They

must ensure that automated back-up and
archiving of all documents occurs on a continuous basis, and that they utilise webbased storage systems and modular software solutions as best possible.
• Utilise cloud-based software: the
cloud is significantly safer than hosting
your systems and data in house. A cyberhacker is looking for a payday and that
often comes through holding a high-profile
company to ransom. Attempting to extort
cash from a data centre has less impact.
Within the cloud, your data will be ringfenced and protected, access will be limited and tightly controlled.
• Stress-test your defences: use your
technical partners to perform regular penetration tests based on OWASP guidelines
to verify your level of protection. And for
added protection employ an external,
independent company to carry out a full
security audit and perform a series of penetration tests for you. As routine, you
should check that adequate firewalls are in
place and vulnerability test are undertaken
regularly.
• Implement awareness training: yes –
remind people that they are the likely gateway target for cyber-attacks but also
ensure they know exactly what to do and
who to speak to if they feel something is
not right. Effort should be invested in
implementing global compliance rules and
ensuring they are robust. followed to the
letter and regularly updated as cyber
threats continue to evolve.
All shipping companies can follow all of
the above advice and should lean on the
expertise and guidance of any software
providers that they work with to ensure
that resilience is built and regularly tested
in the same way a vessel spill response
would be. The operational, financial and
reputational fall out could very easily be
similar. Minimising cyber risks cannot be a
SMS tick-box exercise – every company, no
matter its size or its sophistication is a
potential target. Taking the opportunity to
prepare now, with a cool head and a careful plan, will ensure that your company is
not the lowest hanging or juiciest fruit in
DS
sight.

Cydome signs up as new Inmarsat Fleet Connect application provider
www.cydome.io
www.inmarsat.com
Cybersecurity solution provider Cydome
has joined Inmarsat’s network of over 40
Certified Application Providers to offer a
dedicated application for Inmarsat’s Fleet
Connect service.

Cydome will use Fleet Connect to offer
its cybersecurity solution to shipowners
and managers, enhancing cyber resilience
in the maritime industry and extending
vessel cyber coverage for critical IT and
operating systems onboard.
“Utilising Inmarsat’s dedicated bandwidth and global network extends

Cydome’s reach with shipowners and
ship managers, enabling advanced fleet
protection against cyber piracy. This also
allows fleets to better prepare for the
maritime cyber regulatory inspections
and auditing,” said Nir Ayalon, Cydome
CEO.
“We are delighted to be working with
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an innovative start-up such as Cydome,”
said Marco Cristoforo Camporeale, head of
digital solutions, Inmarsat Maritime. “The
Cydome application gives our customers
an easy way to monitor their cybersecurity
onboard, protect their vessels from current
and evolving threats and comply with
regulations.”
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NAVLOG
Introducing Chart Track NavLog
The next logical step in the on storming digitalization of navigation.
NavLog provides an extensive and ever-growing list of digital logbooks, to replace the
traditional paper logbooks.
With NavLog, the logbooks are always neatly filled in, with a clear record of who made
which changes. A multiple user level interface helps to control who makes which changes
exactly.
Logbooks stored in NavLog can be synchronized with a shore side server, allowing the head
offices to view the contents of the logbooks nearly instantly. This can also be done offline,
by sending the data shore side with other means than a direct internet connection.
Save on costs of shipping logbooks to your vessels and gain better insight and situational
awareness in every situation with NavLog.

This is not just another tool on the market. NavLog has been developed in direct response
to the industry’s ever evolving requirement for digitalization.
In shipping, time is a key factor in mostly all facets of the business. For this reason, having
access to logbook information at any given time, from both shore and ship sides, makes
sense. We have the means, knowledge, and motivation to bridge a gap between vessels
and their supporting staff on shore, so why wouldn’t we?
Nelson Morais– Bogerd Martin – Chart Track (Head of Technology, Innovation and Support)

Chart Track NavLog
Centralized Awareness for Ship and Shore

For more information, contact us on sales@martin.be
www.charttrack.com
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CYBERSECURITY

Zero-day exploits: an emerging threat
Widespread digitalisation of the maritime industry has led to a recent surge of zero-day exploits, requiring
urgent action to develop a roadmap that prevents cyber criminals from infiltrating vulnerable systems.

A

current and growing threat to
the maritime industry is the
‘zero-day exploit’. These types
of attacks often start with a
fault or weakness in the software that is
infiltrated by a cyber-criminal. The hacker
is usually able to create a malware that
utilises this flow to develop a system
breach, before an alarm is raised alerting
the user that their system is under attack.
A major problem with zero-day attacks
is that by the time the original equipment
manufacturer (OEM) has become aware of
the flaw and deployed a patch, the cybercriminal has already infiltrated the system
and taken control of it. For this reason,
zero-day attacks are difficult to defend
against, often leaving operational technology (OT) systems highly vulnerable.
According to Vlasis Theodorou, sales director South East Europe at cybersecurity
company Obrela, human error, inside
threats or external cyber-actors can pose a
huge danger to the crew, damage the vessel
or cause an environmental disaster. This

type of attack can cost a company millions
to recover from, he warned while speaking
during Digital Ship’s conference held in
Athens from September 23-24, 2021.
According to a recent MIT Technology
Review published in August 2021, there
were almost double the new zero-day
exploits today than recorded last year[1].
Theodorou believes that to conquer a
zero-day attack and minimise losses, a
holistic approach that encompasses a combination of technology, people, processes,
training, and a solid solution are required.
“The ability to analyse logs and identify
exploit-like behaviour is key to minimise
the time window for damage and risk,” he
explained.

Managing emerging
threats
Widespread digitalisation and digital collaboration in the maritime industry is
increasing opportunities for cyber-attacks
against vessels, and shipping companies
that ensure their vessels are cyber-secure

will have a higher operational cost advantage, Theodorou explained.
Obrela’s goal is to minimise the opportunity for cyber criminals to exploit system
vulnerabilities through security analytics
and sophisticated risk management technology. Obrela protects clients by identifying, analysing, predicting and preventing
cyber threats in real-time, pinpointing specific exploiting behaviours, before
analysing them and generating actionable
reports.
Obrela also works with vendors to ensure
any gaps in cybersecurity are managed.
Obrela’s Managed Threat Detection and
Response (MDR) is a turnkey threat detection and response service that significantly
reduces the mean time to detect and
respond to cyberattacks.
The company also provides its
Managed Cyber Risk and Controls (MRC),
which is a suite of risk management services that enhance security operations with
real-time visibility improving situational
and risk awareness.
Obrela also delivers advisory services
via its team of cybersecurity experts to
increase an organisation's resilience.

Actionable insight for
tangible results
Obrela’s focus is on taking the data and
data logs and turning this into actionable
information to enable a company to better
protect themselves from cyber threats.
To manage vessel threats, which according to Theodorou is the hard part, Obrela
has a Vessel Threat Management System
(VTMS), which is an intelligent, centralised, self-contained passive network

monitoring solution based on a virtual
appliance, that also supports log collection
from the vessel’s infrastructure. The company is currently working with ABS Group
to install it on ships.
VTMS monitors and carries out threat
hunting 24/7/365 days a year, only forwarding the most important alerts to avoid
alert fatigue. When the ship is offline, a minimal web user interface is available for the
crew to monitor security alerts, which will
be prioritised and forwarded as soon as the
vessel is back online. This means that the
ship is never left alone, it is continuously
monitored and scanned for cyber breaches.
“What we’re creating is intelligence that
allows you to take action. Having gigabytes
of raw data and logs is useless and not cost
effective. You need analysis otherwise
things will slip,” Theodorou explained.
“This is what we do. We collect data from
the end source and if we see a threat, we
follow your own rules of engagement and
we contact somebody, depending on the
type of threat, and provide you with actionable insights,” he added.
VTMS benefits from automatic bandwidth management of available connectivity options, such as VSAT or Fleet
Broadband. VTMS can also be remotely
managed, assuming it is compliant with a
company’s own internal processes and
rules.
Obrela has offices in London, Frankfurt,
Athens, Dubai, and methodology and
works with a number of business partners
on various projects.
Download Vlasis Theodorou’s presentation from Digital Ship Athens 2021
DS
here[2].

[1] www.zero-day.cz/

Obrela presented its cybersecurity solution at Digital Ship's event in Athens

[2] https://static1.squarespace.com/static/57a8878837c58153c1897c2c/t/615ad6d1e97aa02a1c
907ca6/1633343199504/3_Vlasios+Theodorou.pdf

BV and BESSÉ join forces to strengthen cybersecurity
www.besse.fr
www.group.bureauveritas.com
Bureau Veritas (BV) and insurance consultancy major BESSÉ have announced a partnership to support shipowners with tailored solutions to improve their cybersecurity and cyber insurance.
This partnership will see BESSÉ and BV
combine their expertise to help shipping
stakeholders manage the risk of cyberattacks, which has risen in recent years,
particularly for shipowners. This will also
be key to help them comply with IMO and
IACS requirements.
Bureau Veritas helps shipowners and
operators develop and implement an effective cybersecurity strategy on ships and
onshore. To this end, BV has developed a
set of rules (NR 659) which make up a
framework for assessing maritime cybersecurity. This framework enables BV to

assess the level of cyber risk for shipowners/operators and to recommend organisational, technical and procedural measures to reduce this risk to an acceptable
level. This process includes:
• conducting a complete inventory of
equipment, systems and networks
connected at sea and on land
• conducting a cyber risk analysis to
identify vulnerable systems and
equipment;
• developing and implement a cyber risk
management policy
• ensuring the effective implementation
of technical and organisational
procedures
• enabling shipowners/operators to
ensure compliance with IMO cybersecurity requirements
• validating the management of cyber
risk on board through an additional
Class Notation.

BESSÉ then responds to the identified
risks through insurance solutions, by helping shipowners transfer part of the cyber
risk to insurers. As many insurance companies now require their clients to demon-

strate high standards for cyber risk management, BESSÉ builds on the results of the
systems optimisation achieved though
BV’s rules to assist its clients in presenting
these risks to insurers.

Under the new partnership, BESSÉ and BV will combine their expertise
to help shipping stakeholders manage the risk of cyber-attacks
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Your on board internet solution partner

Managed IT Services
for Vessels
Complete IT support, Remote and on site technical
support, Cyber protection, Administration and Monitoring

Class Approved Cyber Safety Services
Inventory Management
Hardware & Network Infastructure
Dedicated IT Project Manager
Cloud Services
Crew Welfare Services
On Site Support
Global Network
IDS
Patch Management

MarPoint IT Managed Services provides:
24/7/365 monitoring

Remote & overnight services

Enjoy peace of mind knowing your
systems are safe and being monitored

Experience fewer disruptions
to your business

Proactive maintenance

All-inclusive IT

We pinpoint and fix problems before
they create downtime

For predictable budgeting with
flat-rate IT services

+30 211 800 5251
+44 203 769 4096

110 Pentelis str.
15126, Maroussi, Greece

2021 Compliance

www.marpoint.gr
sales@marpoint.gr
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CYBERSECURITY

What 2021 can teach the shipping
industry about cybersecurity
Cybersecurity threats continue to evolve, and there are lessons to be learned from
the events of 2021, says senior product manager at NAPA, Jussi Siltanen.

T

he
IMO’s
Resolution
MSC.428(98) requires cyber
risks to be addressed in ships’
safety management systems by
the first Document of Compliance after 1
January 2021. That achieved, it remains
important for ship operators to continually
reassess cybersecurity. Why?
1. The stakes are high. The hackers that
mounted the cyber-attack on the
Colonial Pipeline in May were paid
$4.4 million to resolve the issue, and
although the mishap that led to the
Ever Given blocking the Suez Canal in
March was not related to a cyberattack, it demonstrated how hackers
could use ships to disrupt global trade.
2. Mounting a successful cyber-attack is
easier than many people like to think. It
took less than 14 hours for a team of hackers, without maritime hacking experience, to penetrate navigation, fire-fight-

ing and bridge systems during a simulated challenge at the annual cybersecurity conference DEF CON in August.
3. Shipping is facing new challenges and
therefore new risks. The industry is
simultaneously undergoing two transitions at present: recovery from the pandemic that has challenged existing crewing practices and crew resilience, and
decarbonisation advances leading to the
introduction of more digital solutions
and energy saving devices onboard.

Cyber-attacks are
increasing
According to Lloyd’s List, there was a 400
per cent rise in cyber incidents targeting
the maritime sector last year, with a 900
per cent rise in attacks on operational technology in the three years prior to 2020. This
dramatic rise is likely even higher due to
under-reporting, largely because of the
reputational damage that can result from
publicity relating to a successful attack.
Insurers are recognising the increased
risk, with several clubs issuing warnings
and circulars that cover could be compromised if a member did not have a sufficient
cyber resilience program in place.

Connectivity is here
to stay

Jussi Siltanen, senior product
manager at NAPA

Over the last few years, in particular, digitalisation has increased connectivity
between ship and shore and between different systems onboard. Better connectivity in
safety critical systems has facilitated major
leaps in safety and emergency response. It
wasn’t that long ago that it was necessary to
send a fax in an emergency and then wait

for shoreside teams to send a fax back with
the information necessary to formulate an
evacuation plan. New cloud-based systems, such as NAPA’s latest stability and
safety management solution - NAPA
Stability and NAPA Fleet Intelligence transmit stability data directly to shore so
that shoreside teams can advise and react
to emergencies in real time, based on
advanced damage simulations.
However, digitalisation’s many benefits
come with risks - a recent investigation
found that fuel and cargo systems could be
hacked to trick a ship into thinking it was
off balance, resulting in the shutdown of
the propulsion system. A common reaction
to scenarios such as this is to question why
many of the systems and devices involved
need to be connected to wider onboard
networks. The reality is that a ‘black box’
approach is unrealistic and incompatible
with the current needs and requirements
of SOLAS regulations.

Poor connectivity
puts ships at risk
Many current technology standards are
designed around land-based IT environments. They are generally developed
assuming high performing connectivity,
which is often unavailable at sea, and rely
on exchanging relatively large quantities of
data to encrypt and de-encrypt information.
These challenges are exacerbated – as
are risks – by the fact that poor connectivity often means that many shipboard systems run on dated software, such as
Windows XP. This creates a fertile environment for cyber-attacks where multiple
connected systems are running with dated

SHI smart ship design receives BV cybersecurity AiP
www.group.bureauveritas.com
www.samsungshi.com
Samsung Heavy Industries (SHI) has
become the first shipbuilding company to
receive an Approval in Principle (AiP)
under Bureau Veritas’ Cyber Managed
Prepared notation.
SHI’s design of a liquefied natural gas
(LNG) carrier has formally received the
AiP from BV. The certificate was delivered to the vice president of SHI, Hyun
Joe Kim, by the chief country executive of
BV Korea, Christophe Capitant, at a ceremony on SHI R&D Centre in Daejeon,
Republic of Korea.
SHI has received the AiP for its SVESSEL smart ship solution, which focuses on
complete digitalisation of the ship and its
applications to efficiently and safely assist
operations. BV’s Cyber Managed
Prepared notation confirms the design’s
compliance with the industry’s best practices and IMO 2021 requirements in terms
of cybersecurity.

software that is vulnerable to newer viruses and methods of attack.
NAPA and other technology providers
develop solutions that include certificate
management - an important encryption
process that works reliably onboard ships.
NAPA also adheres to international standards on cybersecurity, as outlined by the
IMO, IEC and ISO. These stipulate encryption of data and storage. As data flows
between systems, controlled by different
providers, encryption within the network
makes it harder for hackers to access it.

2021 can teach us
four lessons
There is a lot of information available on
how to prevent a cyber-attack – including
The Guidelines on Cyber Security
Onboard Ships Version 4, but it is timely to
re-consider just a few points in light of the
latest challenges the industry is facing:
Prevention is better than cure – the
stakes are too high to ignore.
Information security must be multi-level
by design. With the number of networked
systems that are being installed on modern
vessels, it’s important to incorporate
encryption and cybersecurity at every level.
As Pen Test Partners note: Human eyes
aren’t always capable of detecting hacking
incidents, so ship operators and crews
need to actively learn what to look for.
And, as the International Association of
Classification Societies notes in its
Recommendation on Cyber Resilience, a
response plan should be developed covering relevant contingencies. All plans
should be kept onboard in hard copy in
case electronic access to them is lost.
DS

Cyber hackers target
Bureau Veritas
www.group.bureauveritas.com

The certificate was delivered to the vice president of SHI, Hyun Joe Kim,
by the chief country executive of BV Korea, Christophe Capitant, at a ceremony
on SHI R&D Centre in Daejeon, Republic of Korea

SHI's advanced cybersecurity technology has already been proven and deployed
on a number of ships built by SHI. The
company is confident that the SVESSEL

solution will strengthen the company’s
success and position in the marine and offshore market, which is moving towards
autonomous ships in the future.
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Classification society Bureau Veritas (BV)
announced that on Saturday November
20th, 2021, a cyber-attack was detected in
the group's system.
The group reported online that in response
to the attack, all of its cybersecurity procedures were immediately activated. A preventive decision was made to temporarily take its
servers and data offline to protect its clients
and the company while further investigations
and corrective measures were carried out.
BV released a statement online: ‘This
decision generates a partial unavailability or
slowdown of our services and client interfaces. BV's teams, supported by third-party
IT experts, are currently deploying all efforts
to ensure business continuity and minimise
disruption to its clients, employees and
partners. BV's incident response procedure
has been triggered. We have also actioned
the relevant authorities, who will provide
us with additional support to resume normal operations in the short term.’
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ADVANCED TECHNOLOGY

Optimising the adoption of
human-centered technologies
AI technology is a significant tool to achieve maritime decarbonisation but must be understood
and adapted to achieve tangible gains in efficiency and see successful adoption by crew.
Anders Bergh, technical sales manager at Yara Marine breaks it down.

A

s the partial decarbonisation
deadline of 2030 looms on the
horizon,
strategies
like
increased automation and digitisation are at the forefront of industry discussions. The current focus largely centers
on the technology necessary to achieve a
healthier planet for future generations, such
as various low-carbon fuels, new technologies and retrofitting, digitalisation, and
more. There is some talk about retraining
and recruiting specialised staff, but this line
of thought appears to be at a nascent stage.
Automating processes to take the burden off the crew definitely deserve our
attention and will bring many benefits.
However, I believe that the maritime
industry makes a crucial mistake by dividing the two sections that will eventually
work together: technology and the crew
using it. This division creates a gap and
will almost certainly create teething problems in our decarbonisation transition.
After all, technology cannot deliver any
benefits if it isn’t used properly or at all. In
this context, the technology in focus will be
that of emerging decarbonising solutions
related to deep data analysis empowered
by artificial intelligence (AI) and its role in
predicting and executing voyages.
The optimal way forward would be to
incorporate human-machine interactions
into our thinking at the earliest possible
stage so that these new technologies are
truly user-friendly. This is even more
important given the complex working environment that seafarers operate in, which
can vary across vessel types and even sister
ships. Ensuring user-friendly systems
would not only ensure crew acceptance and
adoption of the new technologies but is also
likely to save time and effort for equipment
manufacturers, ship operators, classification societies and other stakeholders.

Ensuring buy-in
Another aspect to consider is the fact that
the potential of technology is limited by its
users. Any vessel, regardless of how welldesigned, will only ever be as efficient as
the people operating it. Thus, a successful
system is one that factors in a crew’s existing working methods, requirements, and

conditions onboard, while rewarding the
behavior it aims to create. For example, a
system that intuitively reduces administrative burden will see consistent buy-in from
busy crews once they have experienced the
time and energy benefits.
Conversely, systems that prove clunky,
have too many steps, or require frequent
updates to provide basic functionality are
likely to be rejected by seafarers – and
often by ship operators themselves. Even if
the system is later adapted, there will be
cultural resistance to using them and, in
fact, they may never be used properly.

Sustainable AI
optimisation
The best way to ensure buy-in is to design
AI systems that are user-friendly and efficient upon introduction. Truly successful
systems are those that will go beyond
existing needs and cater to those that will
emerge in the future. Thus, the system
design should not only focus on achieving
a stated aim, maximising simplicity and
ensuring functionality during its creation,
but also on being adaptable as required.
This is particularly important when it
comes to designing AI systems for the maritime sector, which is currently experiencing a significant amount of regulatory
change.
Manufacturers must analyse existing
working methods, requirements, and conditions on the vessels that the AI system is
being designed for and adapt these to meet
all requirements. Once this has been
achieved, the next step involves optimising
the system to future goals. The two steps
are often mixed together, which may result
in less effective adoption of the technology.

Supporting crew with
better technology
Successfully securing employee buy-in
may always pose a challenge, but this is
particularly difficult in light of the ongoing
COVID-19 pandemic, which has significantly impacted the entire supply chain.
Companies might be reluctant to implement expensive new systems and exhausted seafarers are unlikely to be excited
about additional training. We are also fac-

ing a forecasted shortage of trained and
certified officers onboard according to the
recent 2021 ICS/ BIMCO Seafarer
Workforce Report.
The probable implication is that vessel
operators are likely to be content with ‘good
enough’ rather than exploring the optimal
operating environment that could be facilitated by using AI. If this becomes the predominant narrative, the industry could
miss out on several paths to decarbonisation that could deliver meaningful results.

Appropriate research
Research in user adoption will be vital to
building trust in maritime AI systems.
Despite the growing push for automation
in the industry, there is currently very little
research that explores the use of AI to support decision-making processes for daily
operations at a shipping company. This is
valuable information, particularly given
growing calls for transparency and safety
in the industry.
Conducting research that indicates the
real outcomes and benefits of AI adoption
would serve as an assurance for decisionmakers onboard and ashore and allow
them to feel confident implementing
increased levels of automation.
Yara Marine is collaborating with
Molflow, the Swedish Shipowners’
Association, and academics from Chalmers
University of Technology, Gothenburg
University and Linnaeus University to conduct research on human-centered AI technology development and adoption. The
landmark project, funded by the Swedish
Transport Administration, is called Via
Kaizen. Named by combining the Latin
word “via” meaning ‘way’ and the Japanese
word “kaizen” that is used in situations
striving for continuous improvement, the
project looks at factors such as ship speed,
weather routing, fuel consumption and
behavioral factors to create AI-powered
ship operation support technology.
Research in the Via Kaizen, which has
been ongoing for over a year by Martin
Viktorelius of the Maritime Academy at
Linnaeus University and Simon Larsson of
the Gothenburg Research Institute, and the
existing findings indicate that the mere
introduction of better technology is by no
means the final piece in the challenge
ahead.

Successful
implementation

Anders Bergh believes that the maritime industry is making a crucial mistake by dividing
technology and the crew using it

According to Viktorelius, managers often
assumed that a monitoring system would
impact and change daily operations
onboard. Yet crew of most vessels chose not
to use gathered data and kept operations
the same as they were before the implementation. While there were instances where
successful implementation led to data being
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integrated into daily work practices
onboard, it was absolutely not the norm.
Existing research highlighting the complexities of translating information on
energy efficiency and use from large data
sets into meaningful data also support this
finding. It further demonstrates that even
in instances where meaningful data is
achieved, there is no guarantee that this
will translate into successful adoption of
upgraded processes onboard or ashore.
A gap remains between the identification of points where efficiency could be
enhanced and the conditions making that
possible – and it is likely that this is cultural in nature.

Designing for the future
To gain the complete benefits of AI, the creation of technology needs to be married
with careful training and user support. We
cannot afford to forget that education is key
when implementing new technology.
Aligned ideas for outcomes and supportive
training help to garner widespread support
and ensure that any new technology is welcomed rather than positioned as disruptive.
Ensuring that emerging AI technology
carries some familiarity is also an important
factor when convincing crew to embrace
and trust in the technology, the technology
providers, and its outcomes. Gothenburg
Research Institute’s Larsson discovered that
crew with an existing familiarity with Yara
Marine’s FuelOpt – a dynamic tuning system for propulsion machinery that is being
incorporated in the Via Kaizen project –
were more relaxed and eager to participate
in the testing of AI technology. This would
likely not have been the case if they were
being asked to use technologies that were
extremely complex and difficult to grasp at
the outset – which may be the case for many
AI technologies that have not implemented
a simplifying interface.

United effort
As I have outlined above, there are genuine benefits to having earned the trust of
working crews by ensuring user comfort
and simplicity of design. This also ensures
that the benefits of more sustainable operations are felt throughout the chain of
users – from companies through to their
employees, particularly those working
onboard these ships. After all, if we
acknowledge that crew are vital to keeping
operations running, then they deserve to
benefit from this process.
Achieving decarbonisation requires significant cultural change, but there has
never been a stronger regulatory, reputational, and moral impetus to achieve this.
At the end of the day, making a green transition possible through simplified operations and consistent efficiency is how
DS
we’re going to save our planet.
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How to cut emissions by
at least 10 per cent
Technologies to curb greenhouse gas (GHG) emissions and meet the IMO’s ambitious 2050 target are absolutely
available today, but solution providers need to secure commitment from shipping companies by giving them a feasible
and risk-free pathway to decarbonise, says Angus Whiston, commercial director at DeepSea Technologies.

W

histon believes that while
some shipping giants are
setting good examples of
decarbonisation, the reality
is that many companies are nowhere near
to achieving the emissions reductions they
need to contribute to decarbonisation of
the international shipping industry by
2050. This target set by the IMO requires a
minimum of 50 per cent reduction of GHG
emissions compared with a 2008 baseline.
However, the IMO’s fourth Greenhouse
Gas study suggests that shipping emissions are projected to increase from about
90 per cent of 2008 emissions in 2018 to 90130 per cent of 2008 emissions by 2050[1],.
Giving a presentation during a webinar
hosted
by
Digital
Ship’s
Vessel
Performance Optimisation platform[2],
Whiston suggested a lack of progress in
GHG emissions reduction in shipping
could be due to hesitancy from industry
players to engage in available technology.
He noted that in previous years the industry has seen a number of false claims being
made about the fuel-saving and decarbonisation capabilities of some technologies,
resulting in widespread scepticism and a
lack of urgency to engage with technologies that may or may not achieve their
promised ROI.

The 10% Initiative
To boost engagement in available technologies and work towards global decarbonisation goals, maritime technology specialist DeepSea Technologies has launched
a new programme, The 10% Initiative.
DeepSea’s new initiative invites shipowners and operators to work with DeepSea to
incrementally implement the latest optimisation technologies across their fleets with
the goal of improving energy efficiency by
at least 10 per cent on as many vessels as
possible. Whiston believes that by implementing technologies incrementally it
reduces risk and ensures transparency,
making it a no-brainer for shipping
companies.
Companies joining DeepSea’s new 10%
Initiative will gain access to DeepSea’s vessel performance optimisation technology,
which monitors 19 parameters to provide a
comprehensive understanding of vessel
performance. Using artificial intelligence
(AI), data are extracted from multiple systems onboard a vessel and used to create
detailed multi-dimensional performance
models to demonstrate the effect of various
parameters such as fouling, wave height,
angle currents and more, on vessel perfor-

DeepSea uses AI to create detailed multi-dimensional performance models
to demonstrate the effect of various parameters on ship performance
mance. At the core of the initiative is
DeepSea’s ability to provide a comprehensive understanding of exactly how a vessel
performs, which is the “foundation to do
any kind of optimisation or make any kind
of decision,” noted Whiston.
The 10% Initiative promotes a gradual,
data-driven approach to vessel performance optimisation and decarbonisation
that is sensitive to the differing requirements of every shipping company.
DeepSea’s technology has proven energy efficiency improvements of at least 10
per cent across almost any fleet in 12
months. A recent case study with Synergy
Maritime achieved a maximum of 12 per
cent savings and average of 8 per cent over
a series of voyages during the first four
months of 2021.
DeepSea currently has three phases of
technology implementation, with the
fourth phase coming very soon.
Phase 1 is fleet analysis. This phase collects all data available through noon
reports and real-time data. A series of validation stages identifies the good from the
poor-quality data and the good quality
data are then analysed more closely for
decision making. DeepSea’s product,
Cassandra Light, provides insight on the
most efficient way of upgrading the fleet,
for example.
Phase 2 is the modelling phase where
real-time data are used to provide a granu-

lar understanding of how the vessels are
performing. For instance, a 3D model will
be built to demonstrate how the magnitude of power changes with the relative
wind speed and relative wind angle for a
ship at a set speed. This illustrates just
three parameters. DeepSea is building
models with 19 parameters. The models
reportedly predict fuel consumption with
a 98 per cent accuracy.
Phase 3 is all about the voyage-based
optimisation approach. Using DeepSea’s
product Pythia, DeepSea takes the understanding about how to make a vessel perform well and feeds that into a full voyage
optimisation.
The question here, according to
Whiston, is how to make this obvious,
transparent, and a no brainer for shipping
companies. “Part of The 10% Initiative is
about an incremental proof of value process, where we start by taking clients
through a 1-2-3 step- process,” he said. The
process aims to determine if the performance of a vessel has been improved and
ultimately if it is accepted as a saving.
“The idea is that our clients not only
have provable savings for each vessel, but
that both the client and us understand
together exactly how we got there and
why,” Whiston explained.
Phase 4, which is coming soon, will
focus on collaboration and working with
industry partners based on data-driven

analysis. Fleets that join The 10% Initiative
by DeepSea will be able to identify, with
the understanding of each of their vessels,
the highest impact alteration that could be
made together with DeepSea.
Containership owner, Euroseas, and
dry bulk owner, EuroDry, have already
signed up their full fleets to the initiative
and are currently working closely with
DeepSea to reduce emissions through the
adoption of energy efficiency technologies.
The 10% Initiative is open to any company regardless of their digital or decarbonisation transformation status and aims to
empower participants to play a leading role
in decarbonising their fleets, the shipping
industry and the planet. DeepSea will work
closely with every company in the initiative
to deploy, monitor, optimise, and measure
the impact of their efforts across time.
DeepSea currently has a team of 70 and
has been working on The 10% Initiative
for the last four years. Now, with its
proven products to make real change, it is
inviting shipowners and operators to join
the initiative and save at least 10 per cent
DS
in emissions.

Find out more about DeepSea’s initiative
by watching a webinar hosted by Digital
Ship’s Vessel Performance Optimisation
platform:
www.youtube.com/watch?v=ccohnx8MRiI

1] wwwcdn.imo.org/localresources/en/OurWork/Environment/Documents/Fourth%20IMO%20GHG%20Study%202020%20-%20Full%20report%20and%20annexes.pdf
2] www.youtube.com/watch?v=ccohnx8MRiI
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AI and vessel operations: using data
to drive sustainable operations
The use of AI-enabled voice and chatbots will deliver insights to a wider range of maritime stakeholders and make
data-driven decision making the norm, says Smarty Mathew John, vice president of Digital Solutions at ABS.

U

nderstanding vessel operations has traditionally relied
on the ability of technical
superintendents and fleet
managers to gather data from multiple
sources and present it in a logical format.
Data sources are many ranging from status
of ship’s equipment to weather conditions,
and each has an impact on environmental,
operational, or commercial compliance.
There is no question that experienced
people are going to continue to be key to a
digitalised shipping industry, but the evolution of technology means that onboard processes can be made efficient enough for
there to be minimal manual effort; the focus
of the crew and shoreside teams can be dedicated to decision-making informed by data.
The operational risks for a vessel are
dynamic, with impacts based principally on
safety, compliance, structural/machinery
health, commercial performance and external factors such as weather conditions. Each
of these factors is complex and intertwined.
The continuously emerging regulatory
requirements for decarbonisation such as
the Carbon Intensity Indicator (CII), will create a convergence between environmental
compliance and commercial performance.

In addition to the traditional communication between owners, managers and
charterers, an ever-expanding group of
stakeholders is interested in gaining access
to vessel performance insights.

A digital transition
This transition is moving the industry
towards digitalisation, through fleet management software with business intelligence increasingly monitoring the vessel
and able to quickly tell the user what’s
going on in terms of asset status and health
as well as commercial and technical performance. The advantage this conveys is that
the information can be centralised and presented so that authorised parties - fleet
managers, charterers, and the C-Suite - can
easily find the answers they need.
With the next generation of fleet management relying on increased use of data
and analytics, it makes sense to explore
new ways of accessing and presenting that
data. When ABS designed its My Digital
Fleet platform, user experience was put at
the centre of the process.
One of the logical next additions was to
enable a greater range of stakeholders to
query and receive insights on vessel status

against any known parameter. To do this
required technology that all types of users
regardless of their operational or commercial expertise could work with but that
would provide reliable information.
ABS recently integrated a chatbot feature into its ABS My Digital Fleet platform
which functions as a conversational, selfservice ‘assistant,’ incorporating AI that
applies natural language processing to
redefine how users consume data and
make decisions based on actionable business intelligence.
For a non-technical user, it is possible to
simply type or speak questions that the
‘virtual fleet manager’ can retrieve and
articulate back – essentially eliminating the
need to search for answers to critical questions from multiple sources such as:
• Which vessels are not meeting charter
party requirements?
• Which vessels have non-functioning
critical equipment?
• How do I optimise my route for decarbonisation goals?
• Where can I find my lowest cost
bunker fuel during the voyage?
• What is are the core the fuel consumption and CII and performance trends
for a specific asset, fleet or trade
route/vessel?
• How much fuel can I save by operating
on a single generator while the vessel is
at anchor?
Further insights can be provided as the
machine learning engine is fed with more
data and can extrapolate findings on a fleet
level; there are many opportunities to augment decision making as the platform
develops.

An emerging technology
Conversational AI has evolved to the point
where it will recognise any accent or language. Document cognition means it can
read reports, understand and present their
implications and even recommend insights
where it would previously not have been
possible to parse and present granular data.
The virtual agents can be trained to
think like a charterer, ship manager or an
owner, depending on which user logs in;
the background process will respond to
their needs and deliver specific insights.
Relatively simple choices can predefine
how data is charted and displayed, and
more complex programming enables users
to adapt the inputs to what they want to
see. For example, vessel performance can
be a question of fuel consumption versus
speed over ground or speed/power loss
versus time, in which case the virtual agent
understands the input and displays the
information dynamically.
One of the main advantages is that the AI
is not limited to what one single application
can do. It is possible to pose telling questions, tie them to other parameters and do a
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Smarty Mathew John, vice president
of Digital Solutions at ABS
deeper dive to gain the required insights.
The only limitation is amount and quality of
data that has been ingested by the AI.
The addition of AI to My Digital Fleet is
the result of an alliance with yellow.ai
through ABS’ approach to tracking emerging technology trends and identifying innovative start-ups with unique capabilities that
add value to users. The ABS My Digital Fleet
Alliance Program is designed to nurture an
ecosystem of trusted intelligence and technology providers enabling integrated
insights for clients on one unified platform.
The working process with Yellow.ai was
firmly grounded in addressing the needs of
clients and market need. Yellow.ai has a
track record in the conversational AI space;
previous projects include producing a virtual agent for Microsoft to which the company is also a partner.

Making a positive
difference
The maritime industry has ambitious use
cases for AI, focused initially on applications where there is a high level of confidence in the data quality. ABS believes
using AI in general can make a positive
difference to vessel OpEx and ultimately to
charter earnings. The industry was not
necessarily ready until now to depend on
data presented on screen rather than from
a person with the same level of trust.
AI is the next stage of evolution in using
data to augment the crew and shoreside
teams to make better informed decisions;
that trust must be built up over time
through practical use cases where value
can be proven.
The maritime industry’s transition to
more sophisticated ways of obtaining and
managing information is moving the
industry towards digital solutions that can
increase the time-to-value for obtaining
critical vessel status and related insights.
The advantage this provides is that the
information can be centralised and presented so that authorised parties - from
crew to C-suite - can easily find the
answers they need.
DS
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Tailored data streaming for
improved vessel operations
Digitalisation and automation are vital enablers for the energy and maritime sectors
if they are to meet commitments to cut carbon emissions by mid-century,
writes Øystein Kanestrøm, EVP International at 4Subsea.

I

n tandem with decarbonisation
efforts, smart and insightful technologies and solutions are also
being used to enhance operational
efficiency and overall, preserve the safety
of the workforce, the workplace and the
environment.
For instance, data streams from sensors
and other sources of information are
being widely adopted for more astute
decision-making and swifter action to
improve monitoring, control, quality
assurance, and verification. Modern offshore vessels may already have tens of
thousands of sensors monitoring the condition of various equipment during installation. However, while the data is mostly
used for simple alarms, substantial value
can be garnered by running analytics to
optimise power generation and assess
vessel operability.
4Subsea, a provider of digital technology and services to the energy and maritime
sector, was recently tasked by Subsea 7
which delivers offshore projects and services for the energy industry, to deploy its
Internet of Things (IoT) sensors in conjunction with its data analytics platform,

4insight, to digitally transform vessel operations and optimise performance.

Sensor technology for
critical decision making
The maritime industry is undergoing an
expansive digital overhaul as vessels transform into sophisticated sensor hubs, generating large amounts of data converted into
valuable insights that reduce emissions
and the cost of operations.
With sensor data streaming securely to
4insight vessel operators can now use data
from sturdy sensor technology installed
onboard their fleet to eliminate unnecessary conservatism, optimise power generation, improve vessel operability and
detect anomalies based on machine learning (ML) algorithms and artificial intelligence (AI). Machine learning is used to
predict vessel behaviour ahead in time, for
example, based on wave and weather forecasts, while AI is used for the early detection of anomalies allowing the crew time
to take mitigating actions before situations
escalate.
Live data from vessel motion measurements, combined with recorded weather

and wave forecast, has improved Subsea
7’s operating envelopes and significantly
reduced downtime of its vessels.
Marcelo Xavier, vice president sales,
marketing & planning at Subsea 7, said:
“4Subsea’s data-driven approach of linking predicted vessel motions with in-depth
installation engineering analysis unlocked
optimum performance of our fleet in complex subsea operations and challenging
weather conditions.”
This digitally enabled decision support
supports safe and sustainable deployment
of Subsea 7 vessels performing a wide
range of operations for the energy industry, including pipelay cable installation,
construction of wind farms, survey, remote
intervention, diving support, heavy lifting
operations and decommissioning.

Digital transformation
4Subsea’s data scientists worked closely
with operational experts to create ML algorithms that gave the vessel crew enhanced
prediction of expected vessel motions and
corresponding operability needed to make
informed data-driven decisions. The aim
was to gain a better understanding of ves-

sel operability and fuel consumption
through analytics and interactive operating procedures, thereby reducing cost and
emissions from the fleet.
4insight is built on Microsoft Azure and
is tailored to stream high-resolution, timeseries data from large amounts of sensors,
contextualising and cleaning the data,
thereby releasing its true potential to
ensure the best possible decision support
for operators. 4Subsea’s IoT sensors, existing vessel sensors and satellite-based forecasting services are used to provide vessel
motion predictions on 4insight.
4Subsea’s IoT sensors are easily
installed and only require external power
and internet access. Remote access to the
sensors means that no technicians are
needed for the installation, and all configuration is managed from shore. Once connected, the sensors automatically start
streaming data to the cloud, where
advanced algorithms interpret data from
many different data sources to create the
insight and decision support needed.
A key principle behind the 4insight digital service is its open architecture accessibility allowing operators to hook onto any
data stream of raw or processed data via
APIs. The operator is also free to safely
share access to data with any third-party
organisation to further support and plan
fleet operations and enable increased
automation.
The data can be used as the basis for
digital twins and other operational, design
and construction simulations.

Next-gen sensors

A digital twin representing the real-life responses of a vessel in various swell and wind-driven sea states can define,
with high accuracy, expected motions and corresponding operability. Image source: 4Subsea

Digital Ship December 2021 / January 2022 page 20

4Subsea has provided digital decision support with digital twins to the oil and gas
industry since 2009 and now sees a large
potential for the same technology in the
wind energy and marine sector. Offshore
wind shares many of the challenges from
oil and gas, such as soil support, scouring,
corrosion, and structural fatigue. Using the
same technology with digital twins of the
wind farm infrastructure and modified
machine learning algorithms, it is now
possible to extend service life of wind
farms and reduce production downtime
with anomaly detection.
The company has developed a new generation of retrofittable IoT sensors to monitor the structural integrity and performance of wind turbines. Currently being
piloted on both onshore and offshore wind
turbines, the sensor data and algorithms
are being used to extend the service life of
wind farms and provide operators with a
tool that in the future may enable them to
make better-informed decisions on the
effect of increasing production when elecDS
tricity prices are high.
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The Fugro Oceanstar anti-spooﬁng feature protects your vessel
against hostile GNSS attacks. Any attempt to manipulate the
vessel’s course or position triggers an alarm to alert the crew.

To ﬁnd out more visit
fugro.com/oceanstar
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Autonomous zero-emission container ship begins maiden voyage
www.kongsberg.com
www.yara.com
The world’s first electric and self-propelled container ship, the Yara Birkeland,
has departed for its maiden voyage in the
Oslo fjord.
The vessel has been developed in collaboration with the Kongsberg Group and
was built by VARD with financial support
from Enova.
Yara Birkeland will be operated from
Maasterlys’ monitoring and operations
centre in Horten. Massterly is a joint
venture between KONGSBERG and
Wilhelmsen.
Now begins a two-year testing period
of the technology that will make the ship
self-propelled, and finally certified as an
autonomous, all-electric container ship. It
will then begin commercial operation
from 2022.
The vessel is expected to cut 1,000
tonnes of CO2 and replace 40,000 trips
by diesel-powered trucks a year, accord-

ing to Svein Tore Holsether, CEO of
Yara.
Enova, a government enterprise responsible for promotion of renewable energy,
has allocated up to NOK 133.5 million to
build the world’s first electric and
autonomous container ship.
In parallel with the construction of Yara
Birkeland, Yara has initiated the development of green ammonia as an emissionfree fuel for shipping, through the newly
started Yara Clean Ammonia.
CEO of Yara, Svein Tore Holsether,
said: “We have been looking forward to
this day for a long time. The Yara Birkeland
will transport mineral fertiliser between
Porsgrunn and Brevik and will contribute
to significant emission cuts during transport. This an excellent example of green
transition in practice, and we hope this
ship will be the start of a new type of emission-free container ships. There are a lot of
places in the world with congested roads
that will benefit from a high-tech solution
like this.”

Lloyd’s Register launches
industry-first AI register
www.lr.org
Lloyd’s Register (LR) has launched an artificial intelligence (AI) register, a standardised digital register of LR certified AI
providers and solutions.
AI technology is continuing to grow in
maritime with applications ranging from
digital twins, virtual commissioning and
autonomous navigation systems. To support this uptake in technology, LR’s AI
Register has been developed to signpost
proven and reliable AI technology to help
maritime stakeholders benefit from the latest applications.
The AI Register will assist maritime
stakeholders in finding appropriate
providers and solutions for business challenges, minimising the risk and cost of
investing in AI technology. AI providers
can also use the Register to assess existing
technology and solutions from the market.
Each AI solution entered into the LR AI
Register will be categorised against their
LR certification status, such as Digital
Twin Ready, Digital Twin Approved,
Digital Twin Commissioned and Digital
Twin Live from LR’s ShipRight Digital
Compliance framework. The AI Register

will also provide details about what the
specific solution offers, such as key business benefits, target applications, functions, and performance.
The AI providers currently listed in
LR’s AI Register include Furuno, HAT
Analytics, Korea Shipbuilding & Offshore
Engineering (KSOE), Samsung Heavy
Industries (SHI), Hyundai Heavy
Industries (HHI) and ZhenDui Industrial
Artificial Intelligence (ZDIAI).
Luis Benito, director of innovation at
LR, said: “Recent developments in
Artificial Intelligence has meant maritime
has seen an increase in different AI applications, yet, there is a lack of information
and guidance around these potential solutions and providers, meaning maritime
stakeholders run the risk of investing in
untested technology.”
“LR’s new AI Register, the first of its
kind for the maritime industry, has been
designed to help maritime stakeholders
find safe and proven providers and solutions, so they can successfully benefit from
these technology advances, by ultimately
improving business outcomes and competitive advantage,” said Joseph Morelos,
technology innovation manager at LR.

LR’s AI Register has been developed to signpost proven and reliable AI technology for
maritime stakeholders

‘Yara Birkeland’ is expected to be the world’s first fully electric and
autonomous container vessel with zero emissions

K Line leads joint project on AI-based
navigation for autonomous ships
www.jrc.co.jp
www.kline.com
www.ydktechs.co.jp
Kawasaki Kisen Kaisha (K Line) has
entered into a joint R&D agreement with
Japan Radio Company (JRC) and YDK
Technologies to develop an integrated
navigation support system that utilises
artificial intelligence (AI) and other cutting-edge technologies to help facilitate
safe manoeuvring decisions.
The agreement is part of K Line’s
Initiative for Expediting Implementation
of Autonomous Ships.
The joint R&D project aims to develop
a system that will prevent serious maritime accidents such as ship collisions
and groundings. The goal is to lead
autonomous ship operations by combining K Line's manoeuvring knowledge
and experience in safe ship operations,
JRC’s knowledge in marine equipment
and advanced radio technology, and

YDK's steering and propulsion control
technology.
The aim is to develop a comprehensive
system that will further improve the
safety of ship operations by utilising the
knowledge and technologies of the three
partners in each process from situation
awareness by the seafarer to manoeuvring control of the ship, combined
with the most advanced technologies provided by Groke Technologies, Fujitsu,
and Forum8.
Starting from April 2023, demonstration at sea will be conducted on various
ship types and routes, both domestic and
international, with the aim of full-scale
commercial implementation in the
future. K Line, JRC, and YDK will continue to develop the system to further
improve the safety of ship operations
by providing more advanced support
and reducing the burden on seafarers
and
to
assist
in
implementing
autonomous ships.

The joint R&D project aims to develop a system that will prevent serious maritime
accidents such as ship collisions and groundings
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Reliable connectivity
where it matterZ most

Manage your connectivity and applications on board

The future of maritime
comm
n\Uication will need:

Overcome your challenges with global satellite connectivity
The maritime industry is on the threshold of rapid technological change. Shipping companies need
to incorporate new digital solutions to remain competitive and shipping fleet operators need to
automate and digitise onboard processes to ensure optimum performance, efficiency and reliability.
Enhanced satellite coverage with Orange Business Services and SES
Orange Business Services has partnered with SES Networks, the world's only multi-orbit satellite
player, to deliver reliable, high-performance broadband services everywhere, from developed
markets to the hardest-to-reach places on the seas of the world. Tiered performance levels allow
you to cost-effectively scale up your bandwidth with seamless, ubiquitous and global services.

Seamless global coverage
Always-on broadband service
High reliability and availability
Guaranteed service level
agreements
Scalability to support future
data growth including voice,
video and telemedicine

The Orange Business Services and SES Network’s partnership offers:
■
■
■

Global fibre-like, low-latency services
Worldwide coverage via multiple geostationary satellites and gateways connected
by a global terrestrial network
Over 70 satellites in two different orbits

This higher bandwidth enables:
■
■
■

New applications: Including Office 360, AWS, Oracle, Salesforce, cloud apps, video on demand
Real-time business: Work environment, services for end users, business processes and apps,
Luxembourg
machine-to-machine communications, customer relationship management software and more
Woodbine
Internet as a convergence enabler: Application services, infrastructure optimization, multimedia
Manassas

communication
Integrated business applications: Including IT integration, real-time access, remote intervention,
crew entertainment and safety
Airtime: VoIP, email, crew calling and SMS, internet access

Honolulu

■
■

Orange Restricted

Find out more about how we
can help you to modernize your
maritime network and deliver
seamless, cost-effective global
connectivity for your fleet.

Contact our sales team
on our website
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Netting the full rewards of ship digitalisation
means putting humans back into the picture
The digitalisation of onboard processes is seen as central to transforming marine vessel efficiency, and
while these efforts can have a huge positive impact on the bottom line, it’s easy to overlook something
equally important: the needs of the crew, writes Ines Tropa, marketing manager for Telecom26.

B

est practice shows any maritime digital transformation
project must ensure that the
people element is front and
centre, so that efficient, human-centric
operations result. In this article, we’ll look
at the right approach to securing the best
digital experiences for operations, crew
and devices alike that will help to secure
all desired digital improvement outcomes.
The perfect digital vessel is one in which
human-centric design is given as much
importance as network infrastructure to
support other digital processes and transformation goals. That’s because if we put
people first, we will inevitably create the
right infrastructure to enable full digital
transformation.

silly, as experience from any kind of effective workplace digitalisation shows us:
any transformation programme must
begin with the needs of the users. It doesn’t matter what kind of system we’re talking about; great EX (employee experience)
is vital.

require the same infrastructure necessary
to support other, more general, transformation efforts.
There are two ways in which this infrastructure can be delivered to support both
welfare and digitalisation. First, the classical means of securing connectivity from

The value of a common
digital infrastructure

Why addressing all
stakeholder needs
makes sense
Digital transformation for the maritime
industry is a must, so that onboard systems
and operations can be effectively integrated with those onshore. It’s fair to say that
the sector’s lagged behind other parts of
the economy—often, for very sensible and
practical reasons (such as risk mitigation
and avoidance)--but things are changing.
And fast.
That’s because of the increasingly recognised benefits that can be secured by integrating supply chain solutions, collecting
remote data, optimising fuel and engine
management, automating payment for
insurance and port charges, and so on.
Digitalisation will inevitably become pervasive, reducing OPEX, boosting the bottom line, and providing better information
to stakeholders.
Pervasive on the ship, to be sure, but
also pervasive across all vessels of different
classes, as this is a phenomenon affecting
our entire industry. We’re all digitalising
at different rates, but let’s step back and
think about something often overlooked:
does our proposed transformation address
all stakeholder needs?
For example, KPMG, in a recent discussion of digital transformation in the shipping industry provides great insight into
expected OPEX savings across route handling, documentation and so on. A small
amount of this is expected to impact personnel, but this is attributed to crew training and management. The problem:
absent from this and too many discussions is any explicit consideration of personal welfare.
So, the people who live on, work on
and maintain our ships and fleets – who
keep the whole industry afloat – are
marginalised when it comes to transformation. That’s not just wrong, it’s plain

that can meet the needs of crew, devices,
systems, and passengers--in short, anything that needs to communicate from ship
to anything off -ship.
The good news is that here we’re aided
by the fact that most vessels spend a significant time following lanes that pass
close to the shore, often in sight of the
coast. As a result, they can also be within
range of land-based mobile networks for
a significant portion of their total time
at sea. We need a solution that enables
ship-based communication to switch
from satellite-based connectivity to local
networks.

Digitalisation can significantly enhance vessel efficiency and facilitate
more sustainable operations, but it is important to not overlook
the needs of the crew, says Ines Tropa, Telecom26
A useful barometer for this in the maritime environment is crew welfare, which
should be a key factor when planning maritime transformation. The truth is that it’s
rarely considered in such programmes. To
see why this is problematic, consider the
basic crew needs: besides the obvious
necessities of life, today’s working professionals on the sea now need access to reliable communications services so they can
talk to their families, use entertainment
services in their downtime, and so on.
They’re no different from workers
onshore, after all, and so it seems strange
to deny them access on the North Sea (or
wherever) to what many people now see as
basic services of modern digital life.

Communication that can
meet the needs of crew,
devices, systems, and
passengers
How can we meet these needs while also
providing the right framework for transformation and optimisation programmes?
Fortunately, there’s something that can
bring everything together--the communications services to which crews need access

ship to shore while in the mid-ocean, satellite, remains essential, and there are many
options for delivering connectivity from
onboard systems from any location. To
effectively integrate personal communications devices used by crew members into
satellite connectivity requires the deployment of a network onboard to which such
devices can connect.
This integration can be achieved with
local Wi-Fi, enabled via routers, allowing
any Wi-Fi or LAN capable device (which
can include operational systems) to connect to a local network, which then uses
the satellite link for securing remote connectivity. However, in practice this is less
than optimal, as the price of satellite connectivity (while improving each year)
means that it may not be suitable for
allowing the kind of general communications team members need, at least not
without gating access and imposing
restrictions.
Curbs like this can undermine the value
crew members see in access to external
communications services, and hence negatively impact morale. So, second, we need
an alternative means of communication
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Key to this is the ability to roam, cost-effectively, to different land-based mobile networks (PLMNs – public land mobile networks, as they are known). So as a vessel
moves along the coast of North Africa,
cruises the islands of the Caribbean, traverses the Malacca Straits or sails the Gulf
region, connectivity can automatically
switch from satellite to local PLMNs, providing sustained (and often much better)
connectivity and cheaper coverage
options.
And, since mobile devices can connect
autonomously to mobile networks via the
secure authentication provided by the SIM,
vessel owners can also equip crew members with both SIM cards for their cell
phones and devices that can connect to any
mobile network, as well as a managed
package that gives them access to the services and resources they need.
So, if successful digital transformation
depends on processes and operations
being properly automated for efficiency
and which also connect to external platforms for reporting and obtaining instructions, so too does crew welfare need connectivity to guarantee communication
with families and to enjoy the same services that land lubbers take for granted.
The provision of one common infrastructure that enables effective, seamless
transfer to the most appropriate medium –
satellite or PLMN – is thus the right
approach to meeting all goals. Granted, so
far in the sector automating switchover
from satellite to mobile has been little
explored. But integrating the needs of crew
from the very outset – in fact, using the
team’s needs as a key driver for change-can unlock a host of additional and operationally desirable benefits.
Didn’t someone once say, ‘Free your
mind and the rest will follow’? We might
adapt that to ‘Look after your crew,
and successful digital transformation will
follow’.
DS
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Manage the complexity of
break bulk shipping
Running break bulk or chemical parceling operations is complex.
A dynamic voyage management solution that allows profitable
decisions to be made with ease, accuracy and speed can assist to
simplify it. Power it with a robust API and you have a true, lasting
advantage in the market.

www.dataloy-systems.com

serves three of
“Dataloy
the top six break bulk

Dataloy Voyage Management System (VMS) is the ultimate tool that
empowers the commercial maritime industry with the visibility,
flexibility and efficiency to make more profitable decisions related
to worldwide chartering and operations.
It is a proactive solution designed to reduce the complexity of break
bulk shipping and empower you to make profitable
decisions across your voyage.

Key
Features
Manage complex 'end to end' multi-parcel scenarios
Handling a large number of load ports, discharge ports, parcels and transshipments
for each voyage is vital for companies operating in the break bulk, chemical tanker
and project cargo segments. In addition, enabling splitting of cargoes into package
lists and grades gives fine grained control. Furthermore, with the level of detail
captured, bills of lading and booking notes can easily be created directly in the
system. For break bulk companies the ability to accurately track and distribute
stevedoring and handling cost is a huge time saver for users. Dataloy takes care of
all these complexities and gives you a powerful toolset to help improve end-to-end
voyage operations and costs.

The ability to organise all voyages,
cargoes and schedules by trade, round
voyages and patterns is a powerful
feature. Break bulk and chemical
voyages are intricate as they overlap
and span multiple trades. Tracking P&L
and accurately distributing cost across
trades can be complex if not handled
correctly in systems. Our specialised
features for this purpose makes it easy
to achieve.

Plan
lan & Execute

Build trade patterns to handle
interservice voyages

companies, as well as
several others.

”

Collaboration & connected
systems

Schedule voyages and cargoes
using intuitive boards
Our fleet scheduling tools are
tailor-made to provide semi-liner
operations a means of performing long
term fleet planning, providing
a complete overview fully intdegrated
with operations and chartering. Stay on
top of your commitments and scheduled voyages. The board gives you
a comprehensive insight into all
aspects of the voyages in your schedule. Find the best open position for your
next commitment with a few clicks.
With a simple drag and drop, you can
create schedules, generate new
insights, and then act on them.
Advanced cargo scheduling allows
the user to plan their cargo between
vessels in a visually intuitive way, using
the cargo management board.

Our robust API provides a framework
for seamless integrations between
systems. It enhances control and
minimizes revenue leakage through
centralized accountability, traceability
and minimizes errors with a single
entry. Integration with other systems,
customers and suppliers is crucial in
high volume transaction businesses.
Directly connect with your logistics
partners and take advantage of
an out-of-the-box business process
collaboration.

A perfect
fit for
today
and
tomorrow
Because each break bulk organisation
has unique planning preferences and
requirements, it is critical to have
a planning and scheduling system that
has been designed to provide the power
of configurability to fit your business
objectives.

Compare and optimise
using scenarios
Scheduling vessels becomes a
challenge when the exact number and
type keep changing. Unpredictability
also affects strategic planning
decisions. Create and compare a
number of scenarios using known data,
including how they affect operations.
Encourage the planner's soft skills and
expertise, allowing for the creation of
optimal plans and the planner's readiness for any eventuality.

Dataloy VMS is a standardised system
with many levels of configurability.
Since the Dataloy VMS solution is
adaptable, it will meet your future
planning, operational, and scheduling
requirements, allowing for rapid and
significant development.
Dataloy VMS provides you with the best
of both worlds: the perfect fit of
a custom solution combined with the
long-term scalability and upgrade
benefits of a standard solution.

Advertorial

www.dataloy-systems.com
hello@dataloy.com
+47 55 36 03 00
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Managing vessel IT infrastructure
Athens-based communications company Navarino recently introduced
a complete IT management solution for the maritime industry, helping
shipping companies to maintain their ICT infrastructure.

W

hile increasingly sophisticated technologies provide
greater opportunities for
understanding ship and
fleet performance and enabling decisionmaking, they also provide another avenue
for cyber criminals to infiltrate vulnerable
IT systems. Managing vessel and fleet IT
infrastructure can be complicated and
overwhelming, but Athens-based maritime communications company Navarino
is simplifying the process with a new
solution.
The solution, Quazar, facilitates better
management of a ship’s entire IT infrastructure. The IT-as-a-Service concept has
been designed to help shipping companies
keep up with the evolving digital marketplace, without requiring employment of
highly skilled maritime IT experts and
adding significant financial investment.
According
to
Constantinos
Koutsouradis, chief digital services officer
at Navarino who spoke during Digital
Ship’s forum held in Athens in September
this year, the industry was lacking a single
easy-to-deploy system capable of managing a vessel’s entire IT infrastructure that
could also connect all people and processes involved in a vessel’s IT management.
Quazar aims to tackle challenges faced
by IT managers by using a combination of
Navarino’s in-house products such as
Infinity and Spectrum, and a combination
of other well-known IT infrastructure elements such as computers and servers from
Dell, and operating systems from
Microsoft, enterprise wireless protocols
and security from ConnectWise and others, in order to provide high quality and
cost-efficient, cybersecure IT management.
Quazar produces detailed reports
showing exactly what is happening on a
vessel and who is responsible for different
tasks. Reports on IT operations and service
management, health status of different systems, user account status and logins,
cybersecurity status of systems, and cybersecurity assessments are generated by
Quazar.
A monthly hardware leasing and software licensing fee eliminates capex. Within
this subscription-fee, the user is also provided with a dedicated and personal IT
manager, backed up by a team of IT specialists. Support is available 24/7 for con-

Andreas Dimitriadis, Navarino’s strategic relations director (left) and Stratos Pentafronimos, IT manager at Starbulk (right)
at Digital Ship’s event in Athens in September 2021
sultation and assistance. The personal IT
manager also offers support around vessel
and fleet cybersecurity and is ready to
implement any service or support request
that the ship operator requires.
The ultimate goal is to lighten the load
on IT managers and help ship operators
reap the rewards of digitalisation, without
worrying about time and costs involved in
rolling out large-scale ICT projects.
“Quazar provides a complete service
catalogue addressing management service requests, cybersecurity audits,
work operations, maintenance services,
remote access requests, and so on,”
explained Koutsouradis during his
presentation.
“We wanted to provide a systematic
approach to IT service and business management and to manage risk to build a stable environment and develop growth,
scale and change.”
Quazar benefits from a decentralised
architecture where operations, practices
and processes are governed by an IT ser-

vice management (ITSM) framework,
which is based on ITIL (IT Infrastructure
Library) NIST (National Institute of
Standards Technology), and IMO
(International Maritime Organization)
guidelines. This provides complete
fleetwide control of the IT infrastructure.
Quazar enables the implementation of
advanced security policies that safeguard
all digital infrastructure and devices, making systems more robust against cyberattacks while complying with regulations.
“The present potential is the blueprint
for addressing cybersecurity concerns
today. Having just security products to
save against malware are not always
enough. You need to provide the right
administrative controls to safeguard what
is important to you,” he explained.

Installation
Full implementation takes around two or
three weeks, although this is dependent on
what solutions and services the company
decides to implement. According to

“Having just security products to save against malware are not always enough.
You need to provide the right administrative controls to safeguard
what is important to you”
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Koutsouradis, Navarino holds workshops
with its customers to determine which
servers or applications will be included in
the final product. Once this is determined,
installation can commence.

Current customers
Athens-based Primebulk Shipmanagement
began implementing Quazar with the aim
to install it across its entire fleet of nine
vessels, the company announced in May
this year.
Dimitris Zografos, IT manager at
Primebulk said the company chose Quazar
as it enabled them to install a complete
cybersecurity solution.
“The number one reason we chose
Quazar is the cybersecurity of our vessels
which we take very seriously. Before, we
had things like group policies on the
servers and antivirus, but not a complete
solution. Quazar has really helped us to
ensure a complete, secure setup across the
fleet,” he said in a statement released earlier this year.
Vasilis Fotinias, IT manager at Danaos
said in October this year that the company
was looking into Quazar and will consider
it for future roll out.
DS
Download Constantinos Koutsouradis’
presentation from Digital Ship Athens 2021
here[1].
1] https://static1.squarespace.com/static/
57a8878837c58153c1897c2c/t/615ad41b
9b5b826baf123940/1633342497804/
3_23_Constantinos+Koutsouradis.pdf
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Intelsat passes 8,000 vessel milestone for FlexMaritime
www.intelsat.com
Intelsat has announced that more than
8,000 vessels are now operating on its
FlexMaritime service, which is powered by
a global, multi-layered, high-throughput
satellite (HTS) network.

The company has added more than
2,600 terminals since the beginning of 2021
in key maritime markets including shipping, fishing, leisure and offshore energy,
a growth of more than 45 per cent.
FlexMaritime is distributed by Intelsat’s
solution partners who combine the scale

More than 8,000 vessels are now operating on Intelsat’s FlexMaritime service

and power of the network with their customised service plans and specialised
value-added services. Vessel owners benefit by leveraging next-generation shipboard technologies, smart shipping and
other in-demand maritime connectivity
applications including remote monitoring
and performance diagnostics, video
streaming, real-time software upgrades
and essential, always-available connectivity for crew members.
As a customisable wholesale Mbps
managed service, FlexMaritime makes
high-speed
connectivity
simple.
Complexity in network configuration,
management and bandwidth availability is
removed, and service levels are maintained at the highest standards.
Vessels interested in FlexMaritime services can choose from more than 30 qualified antennas of various sizes, including 1m,
60cm, and the ultra-compact 37 and 45cm
terminals which are widely used in fishing
and leisure markets. All antennas connect
easily and seamlessly to Intelsat’s fully integrated satellite and terrestrial network.

Greek shipping company rolls out Navarino’s Spectrum with Infinity
www.halcoussis.gr
www.navarino.co.uk
Shipping company Z. & G. Halcoussis,
which has a fleet of seven bulk carriers
equipped with Fleet Xpress (FX) and
Infinity Plus from Navarino has recently
added Navarino’s Spectrum service to its
suite of solutions for IT managers.
“Having researched the marketplace for
smart box solutions, we quite quickly
realised that Infinity is the benchmark. Put
simply, it is much more developed and feature-rich than any of the other options out
there. It has an easy-to-use interface, which
I work with daily - it allows me, for example, to logon to any of the computers in our
fleet remotely and to make any required
changes. I can also use the virtualisation
capabilities of Infinity Plus to create virtual
machines to test new software or to act as
the ship’s server which saves me a lot of
time and allows me to roll out new things
smoothly,” explained Dimitris Garefalakis,
IT manager for Z. & G. Halcoussis.
“Spectrum is the perfect complement to
Infinity as it is an excellent tool to monitor
all the devices onboard our ships including
PCs, CPUs, RAM usage and certificates. It
lets us update them quickly whenever
needed and we can schedule large updates,
such as Windows updates, at times when
the vessel’s network traffic is low.
Especially during the pandemic, when visiting vessels can be difficult, Spectrum is a
great way to ‘virtually visit’ and ensure
that all onboard devices are in optimal condition – a task which is not easily explained
to crews who may not have the IT literacy
needed to perform these tasks themselves,
even with telephone assistance. Spectrum
also alerts us if anything changes on our
onboard devices, stops responding or goes
offline, which allows us to quickly investigate, respond and remedy any such
issues,” he continued.

Z. & G. Halcoussis' bulk carrier, George H
John Kapaklis, operations manager at
Z. & G. Halcoussis explained: “Navarino
has provided our fleet with a range of
connectivity and technology solutions
that have really helped us to upgrade the
way our vessels operate. Fleet Xpress has
proven to be a very reliable service and
the connectivity that it enables has
opened the door to several new functionalities, like Infinity and Spectrum, that
make our daily operations more streamlined, cost effective and improve the way
we do business.
“Some of the installations were in difficult locations, but everything went well.
The installing engineers were well trained
and in direct contact 24/7 with Navarino’s
Field service team, which was something
we really liked, and in most cases the FX
service was brought online within 12
hours. We appreciate the speed and
responsiveness from Navarino’s after-sales
team. Whenever there are connectivity
issues onboard, their expertise really
shows in the way they are quickly
resolved, which is important because of

course it is a top priority for us to ensure
our fleet can operate seamlessly worldwide. FX is well known for the high speeds
it offers and we feel that with the addition
of the 5th GX satellite, the speeds have
improved even more across the Middle
East and Europe. We are very satisfied
with our partnership with Navarino and
we enjoy working with a company that is
constantly innovating for its customers.”
Ioannis Brougiannakis, Navarino’s
account manager for Halcoussis said: “At
Navarino we strive to offer a 5-star customer experience and I am very pleased to
hear that Mr Kapaklis and Mr Garefalakis
are satisfied with both our services and our
support. As a very modern, advanced ship
operator, Halcoussis needed solutions that
can help them maintain a cutting-edge
approach to their business and this is what
Navarino has helped them to implement
on their fleet. I look forward to continuing
to work closely with them and to keep
serving their vessels’ needs with as much
efficiency and dedication as we offer all
our partners.”
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Intellian’s C700 Iridium
Certus terminal gains
Japanese approval
www.intelliantech.com
www.iridium.com
Intellian’s C700 Iridium Certus terminal has
been approved for use in Japan. The C700
is the first Iridium Certus terminal to be
approved for the Japanese maritime market.
This is seen as a significant achievement, particularly for the Japanese shipping sector, which was ranked the largest
in the world by fleet value in 2020.
An ideal VSAT companion for commercial vessels, the C700 L-band solution
delivers out-of-the-box uplink speeds of
352kbps and downlink speeds of 704kbps,
with low-elevation-angle RF efficiency
thanks to its unique 12-patch phased array
antenna technology. It will support three
high-quality, low-latency phone lines
simultaneously; and as a solid-state antenna with no moving parts inside, the C700
is especially robust, requiring no scheduled maintenance over its lifetime.
“We are delighted that our C700 terminal has been accepted for use in Japan,”
said
Eric
Sung,
CEO,
Intellian
Technologies. “As one of the world’s top
ship-owning nations, Japan remains a critical market for Intellian; one in which we
have long-standing partnerships. It is testament to our collaboration with Iridium
and product quality that the C700 is the
first Iridium Certus solution to be
approved. Thanks to its best-in-class RF
performance, robust design and unique
12-patch technology, we are confident that
the C700 will prove a popular choice for
Japanese shipowners, who value innovative and reliable technology.”
“Our Iridium Certus service is leading the
way in providing reliable, truly global connectivity to customers across all maritime
markets,” said Wouter Deknopper, vice
president and general manager of maritime,
Iridium, “and we’re excited to bring this to
Japanese customers in company with our
partner Intellian. Whether used standalone
or as a companion to VSAT, Iridium Certus
and the C700 terminal are a great investment
for vessel operators seeking a reliable voice
and data communications solution which
offers worldwide coverage and high resistance to atmospheric interference.”
The C700 terminal is light enough to be
carried on board and installed by a single
engineer. The system incorporates key features which include a firewall, IP PBX,
WAN port and built-in Wi-Fi. Its stability
and reliable connectivity also make it an
ideal platform for future safety services,
including the Global Maritime Distress
and Safety System (GMDSS).

Intellian’s C700 Iridium Certus terminal is
now certified for operation in Japan
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Viasat to acquire Inmarsat in $7.3bn deal
www.inmarsat.com
www.viasat.com
US-based telecommunications company
Viasat has announced plans to acquire
Inmarsat for $7.3 billion.
The deal will comprise of $850 million
in cash, approximately 46.36 million shares
of Viasat common stock valued at $3.1 billion based on the closing price on Friday
November 5, 2021, and the assumption of
$3.4 billion of net debt.
The deal is expected to close in mid2022.
Viasat creates new ways to access
advanced network applications with satellite and other wireless networking systems

that enable fast, secure, and efficient communications to any location.
The combination will enable enhanced
scale and scope to affordably, securely and
reliably connect the world. The complementary assets and resources of the new
organisation will enable the availability of
advanced new services in mobile and fixed
segments, driving greater customer choice
in broadband communications and narrowband services, including the Internet of
Things.
The combined company will be able to
offer:
• A broad portfolio of spectrum licenses
across the Ka-, L- and S-bands and a
fleet of 19 satellites in service with an

additional 10 spacecraft under construction and planned for launch within the next three years
• A global Ka-band footprint, including
planned polar coverage, to support
bandwidth-intensive applications, augmented by L-band assets that support
all-weather resilience and highly reliable, narrowband and IoT connectivity
• The ability to unlock greater value
from Inmarsat's L-band spectrum and
existing space assets by incorporating
Viasat's state-of-the-art beamforming,
end-user terminal and payload technologies and its hybrid multiorbit space-terrestrial
networking
capabilities

Viasat announced in November 2021 its plans to acquire Inmarsat for $7.3 billion

• Viasat's vertically-integrated technology and service offerings, along with
Inmarsat's eco-system of technology,
manufacturing and service distribution
"This is a transformative combination that
advances our common ambitions to connect the world. The unique fusion of teams,
technologies and resources provides the
ingredients and scale needed for profitable
growth through the creation and delivery
of innovative broadband and IoT services
in new and existing fast-growing segments
and geographies," said Viasat's executive
chairman Mark Dankberg.
"Inmarsat's dual-band global mobile
network, unique L-band resources, skills
and capabilities in the U.K. and excellent
technical and operational talent worldwide, are powerful complements to
Viasat's business. Together, we can
advance broadband communications and
create new hybrid space and terrestrial networks that drive greater performance, coverage, speed, reliability and value for customers. We look forward to welcoming the
Inmarsat team into the Viasat family."
"Joining with Viasat is the right combination for Inmarsat at the right time," said
Rajeev Suri, CEO of Inmarsat. "Viasat is a
terrific innovator and Inmarsat brings
some powerful additions: global reach, a
broad distribution channel, robust business momentum and a presence in highly
attractive global mobility segments.
Together, the two companies will create a
new global player with the scale and scope
to help shape the future of a dynamic and
growing industry. The combination will
create a strong future for Inmarsat and be
well-positioned to offer greater choice for
customers around the world, enhanced
scope for partners and new opportunities
for employees. The industrial logic is compelling and ensures that the U.K. has a
strong and sustainable presence in the critical space sector for the long term."

Digital service providers must keep up with growing customer demand,
warns IEC Telecom’s Nabil Ben Soussia
www.iec-telecom.com
“Today we see far fewer ships operating
just with a single line of communication.
For example, it’s now common practice to
equip an onboard network with one or two
back-up lines. In fact, VSAT packages now
routinely include L-Band along with any
Ka or Ku offer. The business is changing
and now, more than ever, digital service
providers need to keep up with the pace,”
warned Nabil Ben Soussia, CEO Asia,
Middle East & CIS at IEC Telecom Group,
during a speech made at a recent offshore
industry conference.
Mr Ben Soussia pointed out that the
development of specific maritime software
is progressing at speed, allowing full customisation of ship and fleet connectivity.
He commented: “Vessel operators want to
customise their satcom network to maximise what they do with it. The maritime
industry requires optimised software
capable of operating seamlessly over
VSAT and back-up systems as well.

Business continuity is essential, otherwise
efforts invested into digitalisation could be
wasted.”
The march towards digitalisation, fasttracked by the pandemic which drove
businesses to find new ways of operating,
is increasing the data-driven environment.
It is predicted that by 2025 almost 50 per
cent of data will be stored in the cloud,
while about 30 per cent = of data generated will be consumed in real-time.
High tech ships and offshore installations are now offices at sea and the associated requirements for managing large volumes of critical data via reliable connectivity are increasing exponentially. With all
this reliance on data transfer and vessel
monitoring, 24/7 connectivity is now
expected. Systems with automated failure
and robust back up are therefore essential.
Mr Ben Soussia explained: “Business
continuity is critical now whatever the
location or local conditions. Digital systems need to be capable of operating seamlessly over GSM and satcom. With the

amount of data needing to be recorded and
transferred seamlessly between ship and
shore, often in real time, a vessel cannot
just drop down to email-only mode if the
primary network goes down. It is therefore
imperative to ensure that vital software
services can be delivered both over VSAT
and back-up systems so that, when one
loses connectivity, the other takes over
without breaking connection or losing
important data.”
Over the past five years, IEC Telecom
has invested in the development of specialised applications optimised for the lowbandwidth environment. In addition to
enhanced compression, most of its applications are pre-set to resume data transfer
from the moment of interruption in case of
any signal loss, thereby saving data, time
and money. And Mr Ben Soussia predicts
that, as we move towards the potential for
full vessel automation, the number of business-critical applications will increase
exponentially since all major processes
related to vessel management will need to
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Nabil Ben Soussia, CEO Asia, Middle East
& CIS at IEC Telecom Group
be carried out virtually.
“Having a back-up system is not a new
concept. What is new is the ability to use
these systems for important operational
functions. Thanks to the new generation of
maritime software, this is now a reality
and one that will become increasingly
important over coming years,” he said.
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Meadway boosts onboard connectivity
www.meadwaybulkers.com
www.navarino.co.uk
In 2016, Athens-based shipping company Meadway Bulkers began equipping its
13 bulkers with Fleet Xpress and Infinity
from Navarino. IT manager Konstantinos
Kritkos and superintendent engineer
Stelios Chaidemenakis discuss how
Navarino’s bandwidth management and
optimisation tool has made their day-today work more efficient.
“Infinity has really helped us improve
the way we use our onboard connectivity,”
said Konstantinos Kritikos. “We use it to
control and manage the bandwidth
onboard, for example to block unwanted
traffic on the business network such as
YouTube or Facebook and ensure that only
business-related traffic is enabled, such as

ECDIS, email and our PMS.”
“It also allows us to have a live
overview of where each of our vessels are
thanks to the vessel tracking feature, which
is also really useful. Another Infinity feature that we use a lot is the excellent VOIP
calling it offers us between our vessels and
office. The cost savings here have been
huge, and it is a very reliable, high-quality
alternative to using our landlines’ expensive call rates to satellite terminals.
“Besides this, Infinity also has very well
developed, convenient tools for managing
the way we offer our seafarers access to the
internet. Crew welfare is something
Meadway Bulkers treats with very high
priority and so having a tool like Infinity to
ensure we can manage and distribute connectivity to them is extremely important.
On the topic of crew welfare, another

Iridium Certus 100 service launches
www.iridium.com
Iridium Certus 100 mid-band service is
now commercially available for Iridium
customers.
Iridium Certus 100 provides a blend of
capabilities for satellite connectivity,
enabling small, low-profile antennas and
battery-powered devices designed for
maximum mobility, but with IP data
speeds that efficiently support sending
important pictures, emails and other vital
information from remote places.
Iridium Certus 100 debuts with several
new Iridium Connected partner products
and is designed to address market
demand for new satcom solutions requiring small form factor and battery or linepowered mobile equipment, capable of
two-way IP data and high-quality voice
services.
To date, Iridium has already certified
over a dozen new partner-built products
that will provide weather-resilient connections up to 88 Kbps, with more in
development.
Iridium Certus 100 products are well
suited for autonomous vehicles like
unmanned autonomous vehicles (UAVs),
unmanned underwater vehicles (UUVs)
and unmanned surface vehicles (USVs),
remote monitoring of facilities or equip-

ment, and even new personal communications devices that include messaging, photos and low-resolution video.
The small, handheld portability of the
new equipment means many devices can
be battery powered or integrated as an
onboard communications system for vessels, aircraft and connected vehicles.
“Our new Iridium Certus 100 mid-band
service is designed for applications that
are agile, remote, and need more throughput than our traditional narrowband offerings, but don’t demand the speeds or larger, heavier antennas used in our popular
Iridium Certus broadband solutions,” said
Iridium CEO Matt Desch. “The impressive
number of new products coming to market
from our partners tells us that we’re
addressing an important new capability
that has never been addressed by satellite
operators before.”
Iridium Certus 100 mid-band speeds
can support email, messaging applications
like WhatsApp, media sharing, telemetry
reporting, file transfer, internet/VPN
access and up to two simultaneous highquality voice calls. When combined with
the latest in Iridium partner data compression technologies, Iridium Certus 100 also
supports low-resolution video transmission for surveillance and monitoring
applications.

Iridium Certus 100 is a mid-band service for Iridium customers

Navarino service we find really useful is
their online portal for ordering crew calling cards, which saves us a lot of time compared to ordering them via email. We can
deliver crew calling cards to our Captains
within five minutes of receiving their
request, and this makes everyone happy –
our Captains, crews and us.
“In future we plan to increase the
Infinity functionalities we use and to do
more remote access to our vessels IT network to help support our vessels and to
add new software onboard from shore. We
also are considering installing Navarino’s
Spectrum service to help us monitor all of
our onboard hardware and to keep it
updated.”
Stelios Chaidemenakis added: “Infinity
has proved an extremely useful tool for us
to manage our fleet’s bandwidth. In combination with the fixed fee, unlimited data
our vessels enjoy through Fleet Xpress, we
are really satisfied with the technology
Navarino provides us with. Navarino’s
after sales support is also very good and
this is critical for a ship operator such as
ourselves, who needs reliable, responsive
support 24/7.
“In most cases we were able to get Fleet
Xpress installed and operational within 1
or 2 days, even in difficult to reach locations and whenever we experience any
connectivity issues, Navarino support is
able to resolve them in a very timely and
helpful manner.”
Navarino’s account manager for
Meadway Bulkers, Ioannis Brougiannakis

Infinity by Navarino is helping Meadway
Bulkers to control and manage bandwidth
onboard its ships
said: “We are delighted to partner with
Meadway Bulkers, one of Greece’s most
advanced ship operators, and I am proud
that our technology solutions are able to
meet their requirements with the reliability
and excellent support that we strive to provide to all of our valued customers.”

Navis expands TOS capabilities
www.navis.com
Navis has expanded its suite of terminal
operating system (TOS) solutions, delivering enhanced capabilities to further digitise cargo flows, enable more efficient decision making, and provide better integration and collaboration within the supply
chain ecosystem.
Navis is helping existing and new customers optimise operations to improve
productivity, increase capacity in the yard,
handle more throughput and expedite the
flow of containers and mixed cargo. With
the Navis Cloud, analytics and AI applications can be integrated with the terminal
operating system. This integration enables
actionable insights and better decision
making around container allocation in the
yard, equipment utilisation, real time
demand of the waterside and landside
operations, and berth planning for continuous optimisation.
With growing industry interest in cloud
services and with multiple deployment
options available, Navis supports customers at any point in their cloud journey.
The Navis Cloud will also play an important role in Navis making its solutions
more modular, open and connected, with
the goal of simplifying deployments and
upgrades as well as making it easier for
customers to integrate with other industry
providers.
“Having multiple TOS deployment
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strategies will allow our customers to
choose the option that best suits their business needs,” said Scott Holland, chief
product officer, Navis. “A full SaaS environment is a great choice for customers
that are positioned to take full advantage
of our cloud capabilities with their high
availability, automated upgrades and
lower cost of ownership. A hybrid
approach might be more effective for those
customers who desire to keep mission critical components on-prem. Maintaining
this optionality enables us to increase the
pace of innovation while continuing to
protect the mission critical nature of our
customers' operations.”
“The pandemic has only served to highlight how fragile and interconnected the
supply chain is, and as the global economy
starts to rebound, it has become apparent
that solving the lingering disruptions will
be the linchpin in getting businesses and
the broader economy back on solid footing,” said Andy Barrons, chief strategy
officer, Navis. “With congestion, blockages
and delays at every turn, the industry is in
dire need of solutions that streamline and
optimise operations to get cargo where it
needs to go. The continued expansion of
our TOS capabilities and cloud offerings
are in direct response to this need, building on our trusted solutions, using data
and AI, to offer our customers the insights
needed to future proof their existing systems and resources.”
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Following the data-driven path to
maritime decarbonisation
Shipping is facing a race against time to reduce its carbon footprint in line with IMO targets.
Evidence from METIS Cyberspace Technology shows that a data-driven approach will be
key to shipowners’ efforts to cut emissions and achieve compliance.

W

“Equipped with this level of insight,
ith the International Mar- asked for which aspects of environmental
itime
Organization’s standards they require additional compli- shipowners can be assured of meeting their
(IMO’s) carbon intensity ance, 86 per cent of respondents answered AER targets, keep emissions to a minimum
in accordance with IMO regulations and
indicator (CII) regulation ‘emissions targets/monitoring’.
“Environmental compliance is a priority avoid over-investing in assets due disposdue to come into force in 2023, shipowners
are under mounting pressure to address for capital providers, who generally place al,” explains Konstantinidis. “As an examtheir vessels’ environmental performance. great importance on the ESG performance ple, a pilot study saw one owner conclude
their
portfolios,”
says
Mike to that, to cut emissions, some of its vessels
The CII is based on the annual efficiency of
ratio (AER), IMO’s measure of vessel effi- Konstantinidis, CEO, METIS Cyberspace would require action now or at a later date,
ciency in terms of yearly carbon dioxide Technology. “The Poseidon Principles give others might never need investment, and
emissions per tonne-mile. The CII provides lenders a framework for monitoring the two should be disposed of immediately.”
While METIS designed the INDEX
ship operators with the factor by which they carbon intensity of their maritime investmust reduce CO2 emissions annually to ments, which in turn encourages sustain- with the Poseidon Principles in mind, the
tool can support owners with
ensure continuous improvement
any AER-related initiatives,
and comply with regulations.
Konstantinidis
continues.
Applying to cruise, cargo and
“Shipowners falling short of the
RoPax vessels of 5,000 GT and
AER can use the INDEX to deterabove, the CII regulation will see
mine how various deficiencies
ships rated from A to E based on
affect overall ship performance,
their AER performance. Vessels
and those outperforming the targraded A or B will be offered
get could use it to reduce borincentives – and while C is
rowing costs or access other
enough to achieve compliance, D
incentives,” he says. “With the
and E ratings will require correcCII regulation coming into force
tive action.
in the near future, these capabiliIf this is not motivation
ties will prove invaluable.”
enough for owners to improve
Yet the METIS Predictive AER
their ships’ fuel efficiency, the
Emissions INDEX is only one
Poseidon Principles lending
facet of an extensive portfolio of
framework also uses the AER as
its carbon intensity metric. METIS is helping shipping companies to understand their data solutions geared towards compliance and sustainability. The comDesigned to encourage the decarand reduce fuel consumption and emissions
pany’s end-to-end, cloud-based
bonisation of shipping in line
with IMO objectives, the Poseidon able shipping practices from the borrower. artificial intelligence platform, METIS
Principles help financial institutions to fac- This inspired us to develop the Predictive Space, analyses data from numerous shiptor in environmental considerations when AER Emissions INDEX, allowing owners board and external sources to deliver
lending to shipowners. Twenty banks, of vessels financed under the Principles to insight on vessel performance across a
together representing more than a third of reap the rewards of compliance and max- range of specialised solutions, among
which several directly target emissions
global ship financing, have so far signed imise asset value.”
up to the initiative.
In a first for the industry, the METIS reduction.
For instance, the CO2 Monitoring funcOwners whose vessels are financed Predictive AER Emissions INDEX enables
under the Principles and keep pace with shipowners to calculate an asset’s standard tionality provides accurate calculations of
the AER stand to benefit from more deviation from the AER and gauge the GHG emissions – not only carbon dioxide
favourable
terms
and
conditions. impact of investments or operational but also sulphur oxides and nitrogen
According to the findings of a recent report enhancements on environmental perfor- oxides – and reveals how these emissions
– The Sustainability Imperative[1] by interna- mance and overall costs including debt ser- correlate with engine power and vessel
tional law firm Watson Farley & Williams vicing. In this way, users can identify the speed. “Through a combination of emis– a ‘lack of compliance with environmental most appropriate and cost-effective means sions monitoring, voyage analysis and
regulations/policies’ would deter a major- of reducing their fleet’s carbon footprint, route-cost optimisation, shipowners can
ity of financiers from continuing to fund which may be further investment, a change make quantifiable improvements to operational efficiency and environmental perforthe maritime industry. Moreover, when in operating profile or simply disposal.

mance,” states Andreas Symeonidis, marketing manager, METIS. “Insights
obtained through METIS Space have
already allowed one owner to cut fuel consumption by 27.5 per cent, with another
reducing voyage time by a day and a half
while using less fuel.”
Meanwhile, the METIS Electrical Power
Profile Overview, a recent addition to
METIS’s suite of analytics tools, offers a
data-based evaluation of the benefits of
installing electrical power sources to cover
energy needs during port operations.
Drawing on an advanced proprietary algorithm, the application makes its calculations using data acquired automatically by
vessel sensors. The new functionality
builds on METIS’s Fuel Oil Consumption
Profile Overview, which harvests the vast
amount of data available to METIS analytics to quantify all factors affecting a vessel’s fuel consumption based on three
months’ performance monitoring and
machine-learning models.
Users of METIS Space can further
enhance vessel performance and reduce
emissions through hull- and propeller-fouling analysis, Symeonidis continues. “To calculate the impact of hull and propeller fouling on fuel consumption, we employ a
machine-learning model that is continuously retrained using the parameters of shaft
power, fuel-oil calorific values, ambient
temperature and seawater temperature,” he
says. “The model can predict fuel consumption with an accuracy of over 97 per cent.”
The METIS cloud platform offers additional functionality by way of optional service modules for monitoring exhaust-gas
cleaning and ballast-water treatment. By
helping shipowners to optimise these processes, these modules can minimise the
release of harmful sulphur oxides from
scrubbers as well as damage to marine life
caused by the discharge of improperly
treated ballast water.
METIS Space is currently used onboard
DS
more than 270 vessels.
[1] www.wfw.com/reports/the-sustainabilityimperative/

New app captures inspection information on the job
www.mespas.com
MESPAS has launched the first maritime
app for QHSE (Quality, Health, Safety and
the Environment) and maintenance tasks,
reducing time spent recording information
from inspection or maintenance tasks.
The MESPAS mobile app enables crew
members to view data and enter information on the job, rather than having to take

notes and go back to their computers to
type up the information. Crews completing maintenance jobs can consult manuals,
record tasks completed or add photos and
comments in the mobile app.
For superintendents, the app enables
them to walk around a vessel and record
information or add photos from inspection
findings in real-time.
Users simply log in to the app directly
via an internet connection. They can then

download the tasks and fill
them in, both on and
offline.
The app is designed for
both iOS and Android
devices.
Further features will be
added regularly, resulting
in a complete mobile offering for modern maritime
task management.
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The mobile app enables crew members to view data and
enter information on the job
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METIS adds data from Spire to enhance weather forecasting capabilities
www.metis.tech
www.spire.com
METIS Cyberspace Technology has signed
an agreement with data and analytics firm
Spire Global.
The agreement will see Spire’s weatherforecasting data and services added to
METIS’ cloud-based platform to enhance
weather-related functionality.
Through both terrestrial and satellite
data, Spire provides insight into weather
patterns at each layer of the Earth’s atmosphere and across its surface – even in
remote parts of the ocean where the elements are difficult to predict.
METIS will receive a 10-day forecast
covering the entire global grid, with an
update frequency of one to six hours. The
data package will include atmospheric
data such as temperature and wind speed;
maritime data, meaning sea currents and

basic wave heights; and wave-specific data
comprising detailed insights on waves and
swell.
Based on this information, the Athensbased company will improve its weatherrouting and speed-profiling capabilities as
well as its ability to provide proactive
weather alerts.
Customers will benefit from safer and
more efficient navigation – and, by optimising speed, can be assured of timely
arrival in port while reducing fuel-oil
consumption and emissions.
Spire is the fourth weather provider
to contribute to the METIS cloud-based
platform.
“A crucial part of our strategy is to
establish an open platform on which our
solutions interconnect with those of thirdparty providers to offer added value to
customers,” said Andreas Symeonidis,
marketing manager, METIS Cyberspace

Technology. “As
the latest example
of this approach,
our collaboration
with Spire gives us
full global coverage
of weather conditions with no blind
spots, allowing us
to account for all
eventualities and
deliver our most
precise
weatherbased services yet.”
“The interaction
between our plat- The collaboration with Spire gives METIS complete global coverage
of weather conditions with no blind spots
form and Spire’s is
extremely fast and
efficient, which means we can reduce the flexibility will enable us to finetune our
time it takes to complete each request and existing services and – even more imporperform complex analyses involving mul- tantly – develop new and highly spetiple routes,” added Symeonidis. “This cialised ones.”

Danelec acquires KYMA to enhance data collection services
ist in digital ship performance monitoring.
The combined company will reportedly
be the world’s largest maritime data collecDanelec Marine, a Denmark-based compa- tion solutions provider, with over 10,000
ny that designs and develops maritime ships using its solutions globally to optihardware and software for data collection mise travel routes and vessel performance,
and safety, has signed an agreement to as well as reducing CO2 emissions. The
acquire KYMA, the Norway-based special- company’s Software-as-a-Service (SaaS)
platform allows for automatic and digitalised data
collection, which plays a
critical role in enabling
correct, convenient, and
effective emission reporting to comply with international maritime emission regulations.
Through its SaaS technology platform, Danelec
Marine supports the shipping industry’s commitment to reducing CO2
The acquisition will provide greater data collection
emissions by providing
and analysis services to customers
accurate, regular and reliwww.danelec-marine.com
kyma.no

able data from, for example, sensors fitted
in the exhaust system or in the engine
room to measure fuel consumption. Based
on this information, engineers on board the
vessels and in control centres on land, can
operate the vessel in the most fuel-efficient
way, which reduces the amount of carbon
dioxide and other harmful substances such
as NOx and SOx.
“We are proud to welcome the KYMA
team into the Danelec family. Together, we
will create a global leader in maritime data
collection and smart shipping technologies
to provide accurate, regular, and reliable
data to safeguard the competitive advantages, and regulatory compliance status of
shipping businesses worldwide,” said
Casper Jensen, CEO at Danelec Marine.
“By operating vessels in the most efficient
way, smart shipping plays a critical role in
creating a more resource-efficient future
for the global consumer. We look forward
to working together with the KYMA and
Verdane teams to deliver on our vision of

generating value from maritime data.”
Based in Ulset on Norway’s west coast,
KYMA develops and manufactures specialist performance monitoring software
and products for all types of vessels. With
an installed base of over 5,000 vessels
worldwide, KYMA is recognised as a Tier1 supplier, with products and services
delivered to over 400 shipping companies
and yards including Hyundai, MSC,
Maran Tankers, BW Group and Samsung
Heavy Industries.
Halldor Rongve, CEO at KYMA, said:
“For over 50 years, KYMA has pioneered
marine performance monitoring solutions.
Today, we expand on that proud heritage
by joining Danelec Marine. In the face of
changing regulations and ever-increasing
demands for operational efficiency, we
look forward to working together with
Danelec’s world-class team to provide the
on board and cloud data solutions needed
for smart shipping and performing mandatory emissions reporting digitally.”

METIS launches next-gen data-acquisition system
www.metis.tech
METIS Cyberspace Technology has
launched the next generation of its automated data-acquisition system, Ship
Connect, in a move which enhances data
transfer and monitoring while also enabling
the development of ship performance analytics based on standard protocols.
Through a robust, flexible and unified
data-transmission framework, the upgraded system enables the processing and visualisation of real-time and historical data
both on board and ashore. Such is the efficiency of the data-transmission process
that readings are transferred from vessel
equipment to the METIS cloud platform in
a second or less, making them immediately available for analysis.
Serafeim Katsikas, CTO of METIS
Cyberspace Technology said: “The system

is lightweight, efficient and compatible
with all data sources, requiring minimal
resources and optimising network bandwidth. It is not only extremely fast but
secure and dependable, offering shipowners a solid foundation on which to base
key operational decisions for enhanced
vessel performance, sustainability and
safety.”
Backed by MQTT, the new standard
messaging protocol for the IoT, and
Google’s Protocol Buffers (Protobuf) language- and platform-neutral mechanism
for serialising structured data, the system’s
new framework is also scalable to accommodate the installation of millions of IoT
devices.
“Ship Connect is built on widely supported, open-source architecture as
opposed to the closed, proprietary kind
that we see in many other systems current-

ly available on the market,” said Katsikas. development and mass implementation of
“It therefore supports our objectives by advanced shipping applications right up to
allowing cross-platform integration and the level of autonomous vessels.”
seamless interconnection with
third-party systems.” In addition, the framework’s
realtime event-handling capabilities support distributed eventdriven processing, he continued.
“This
brings computation and data
storage closer to
the data source, METIS’ next generation data-acquisition system. Image source: METIS
facilitating the
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A shipping industry where cash does not always need to be King
www.martrust.com
Seafarers have faced unprecedented hardships over the past 18 months amidst the
pandemic and quite rightly their wellbeing
is now at the top of the industry agenda,
writes Errikos Andreakos, chief commercial officer at MarTrust.
The emotional impact of being stranded
and not seeing their families has been
immense, but it has also highlighted the
significant issues of seafarer pay, and the
reliance that their families have on their
wages to survive. The Mission to Seafarers
2021 Quarter 2 Happiness Index laid bare
some of the challenges they were facing;
withholding pay, underpaying, concerns
as to whether they will get paid. While set
against the backdrop of the pandemic, it is
also an extension of the industry’s outdated system for paying crew salaries – and
suppliers - and the management of cash
onboard vessels.
Shipping relies upon multiple daily
microtransactions to pay their suppliers,
agents and salaries for crews to ensure
smooth and reliable trading. However, for
the majority of the 60,000 commercial ves-

sels, that means carrying billions of dollars
of cash onboard. Not only is this a security
risk and administrative burden, it’s also
very expensive when transaction and FX
costs are between 3 per cent to 5 per cent.
In conjunction with this, most crews are
paid via cash distribution onboard the vessel as well as via a wire transfer back to
their families. These are also expensive and
inefficient and can delay payments. And if
a company pays a seafarer in dollars,
which requires currency conversion at the
receiving bank, they face exchange rate
costs, which isn’t good enough when every
dollar matters to them, particularly in the
current environment.
This is where digital solutions must
come to the fore, so we can move away
from a ‘cash is king’ intensive industry.
That’s why at MarTrust we recently
launched a next-generation payment solution that enables companies to transfer
funds to multiple accounts and execute
payday and cash-to-master (CTM) transactions to anyone involved in the day-to-day
operation of a vessel, with complete control, transparency and security.
Comprising an e-wallet and card, it is

KVH adds Cloud Connect service
to maritime IoT suite

an integrated payment solution, which
optimises the entire payroll process.
Accessed via a web portal or mobile app
and seamlessly integrated into existing
systems, funds can be easily and securely
transferred to crew to pay salaries, bonuses, overtime and cash advances. It’s a
much quicker process than traditional
routes, and provides seafarers with complete control of their funds, including the
ability to quickly transfer money to anyone
they need to at any time, such as their families. It also provides security and peace of
mind, as they don’t have to store or manage large amounts of cash. The debit card
enables them to access cash at any
Mastercard supported ATM around the
world, and it can be topped up in eight different currencies making it a local solution
in these countries, which reduces fees.
The e-wallet will also include a new
Salary on Demand service for seafarers to
track and use their income and align it
with their expenses. It also helps shipping
companies optimise their cash flow, eliminate the costs and hassle associated with
maintaining salary advances, and save
money on banking transfer fees CTM

KVH Industries has expanded its KVH
Watch suite of maritime IoT solutions with
Cloud Connect, a service designed to
utilise advanced edge computing to enable
integration of maritime applications and
digital services for smart shipping.
Cloud Connect is designed to address
the complexity of managing data from
hundreds of onboard sensors with a comprehensive package containing data source
definitions, data mappings, and associated
dashboards. An onboard Cloud Connect
Edge Server aggregates and processes data
from vessel sensors and provide a containerised, hybrid cloud architecture to
enable down-sampling, data storage, and
data access for analysis, cloud-based data
reporting, and dynamic visualisations.
KVH Watch Cloud Connect is designed
to deliver an edge-to-cloud IoT connectivi-

ty solution for stakeholders in the maritime industry. Vessel owners and operators can see operational data in real time,
such as noon reports, MRV reports (monitoring, reporting, and verification), or EEXI
(energy efficiency existing ship index)
compliance; they can also see how each
system and ship performs based on chosen
key performance indicators.
Equipment manufacturers and multicard service providers can monitor
onboard equipment to support service
contracts and warranties via versatile data
analytic reporting tools and customisable
dashboards. Vessel performance optimisation and analytics consultancies can rapidly deploy digital services, condition-based
alarms, and dashboards for fuel savings
and operational efficiencies throughout a
fleet using KVH blueprints written to the
ISO 19848 standard normalising data channel names for comparisons.

Cloud Connect addresses the complexity of managing data
from hundreds of onboard sensors

payment charges.
While solving the issue of crew transfers is clearly a priority, we must look at
every opportunity to improve their welfare and wellbeing while they are at sea.
Ensuring that they get paid on time, that
their families are looked after and have
access to funds is a critical part of this.
Embracing digital solutions is the key to
delivering it.

ABS approves 3D printed spare parts
ww2.eagle.org

www.kvh.com

Errikos Andreakos, chief commercial
officer at MarTrust

ABS, ConocoPhillips Polar Tankers,
Sembcorp Marine and 3D Metalforge have
made additive manufacturing (AM) - also
known as 3D printing - a reality in the
marine industry through a joint development project.
Parts fabricated by AM and installed on
an oil tanker by Sembcorp Marine six
months ago have been validated to be in
good working condition.
This AM project started in February
2021 with the fabrication and lab-testing of
functional additive manufactured parts,
which were then installed on board the oil
tanker Polar Endeavour. After six months
in operation, all parts have since been
retrieved and inspected by the vessel’s
crew, followed by a remote survey by ABS.
Additive Manufacturing or 3D printing
is the fabrication of parts by adding material layer by layer. It means products and
components can be fabricated locally or

potentially onboard ships and offshore
assets, shrinking the supply chain and
lead times for specialised and complex
parts, introducing new efficiencies driven
by design innovation, reduced manufacturing time, and improvements in parts
availability.
Traditional parts used in shipbuilding
and repair are manufactured via casting or
forging techniques. For this project, the
consortium utilised AM to fabricate three
types of parts that meet or may even
exceed conventionally manufactured
products in terms of quality. ABS has now
approved these additive manufactured
spare parts after successful onboard testing on an oil tanker.
The three parts include a gear set and
gear shaft for boiler fuel supply pump,
flexible coupling for marine sanitation
devices pump, and an ejector nozzle for
fresh water generator which increases the
fluid velocity to transform high static pressure into velocity pressure.

The Polar Endeavour. Image source: ConocoPhillips Polar Tankers
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Iridium® GMDSS
Give Your Safety a Voice

Cost Effective
Truly Global
Coverage
Voice and Data

DISTRESS

Watch Our GMDSS Training Series
www.youtube.com/IridiumComm

Lars Thrane LT-3100S Iridium GMDSS Terminal

www.iridium.com/GMDSS
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ABS MY DIGITAL FLEET

TM

Connect Your Data.
Reduce Your Risks.
Drive Sustainable Results.
SCHEDULE A DEMO AT WWW.EAGLE.ORG/MYDIGITALFLEET

MAKE MARITIME
DIGITALISATION
A REALITY
New technologies are changing commercial maritime. Electronic information
exchange, vessel operations optimisation, cloud-based systems, and smart
sensor networks are delivering more efficient, safer fleets for container ship
owners and crews.
We deliver you the only integrated GEO-MEO solution for ultra-high capacity,
ultra-reliable connectivity, empowering the digital transformation of your
global fleet with always-on internet wherever you sail. Anywhere in the world.

Reliable
connectivity
Fully scalable
Managed service
models
Future-proofed for
emerging tech

H1

NAVLOG

Chart Track NavLog
Centralized Awareness for Ship and Shore

NAVLOG

h3

NavLog provides an extensive and ever-growing list of digital
logbooks, to replace the traditional paper logbooks.
-

-

Set up the vessel’s configuration one
single time
Quickly access all the flag state
approved electronic logbooks
Make use of the ultra user-friendly
environment to log activities with a
few clicks of the mouse
Multiple users and user roles for more
control of logging process

With NavLog, the logbooks are always neatly filled in, with a clear
record of who made which changes. A multiple user level interface
helps to control who makes which changes exactly.
Logbooks stored in NavLog can be synchronized with a shore side
server, allowing the head offices to view the contents of the
logbooks nearly instantly. This can also be done offline, by sending
the data shore side with other means than a direct internet
connection.
Save on costs of shipping logbooks to your vessels and gain better
insight and situational awareness in every situation with NavLog.

NAVLOG

For more information or to arrange a trial, please contact your
chart agent

www.charttrack.com
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eLog
electronic
Logbook
The Anschütz eLog is an electronic logbook consisting of
a small gateway computer and a web browser application. eLog enables automated and digitized logbook
entries that eliminate the cost and effort of paper logbook logistics while guaranteeing high data quality and
global data access via a cloud.

Key
Beneﬁts

Trust in
data quality

Secure, global
available data

Eﬃcient and
cost-eﬀective

Less operational risk thanks to
legible, complete and consistent entries.

eLog uses blockchain technology and a data interface to a
cloud.

The starting point for more
eﬃcient processes onboard
and for reports.

Automatic data inputs of
navigational sensor data,
additional supported data
entries

User-friendly templates for
fast and reliably logbook
records
Plausibility checks of
logbook data

Relief for crews, especially
in stressful situations

Learn
more

Personalized accounts and
approval work�ow through
all command levels
Secure, tamperproof digital
archiving of data
Data access from anywhere
in the world through a
generic, modern web interface

Easy re-use without copying or photo graphy
No more costs and eﬀorts
for paper logbook logistic
and handling

Growing scope of logbooks
marks a signi�cant step
toward paperless shipping

Documentation is always
under control of the owner

Digitized books with high data quality and
global data access
Visit www.raytheon-anschuetz.com/eLog,
learn how our eLog will oﬀer improved eﬃciency
of logbook logistics and data usage aboard and
ashore, and get a free demo.

Our Digital Solutions, A Total Revolution in the Shipping Industry

Full Ahead
Over the last few years, the shipping industry has seen a rapid increase in the use of cutting edge digital
technology to visualize operational status, on-board and off-board navigation, and engine systems. Based
on the most recent advancements in marine electronics and communications technologies, Furuno is
developing new technological innovations to achieve safer and more efficient autonomous ship operations
such as AR Navigation System (ENVISION), Comprehensive Monitoring (HermAce), but also Berthing Aid,
Collision Avoidance Support, Communication Lines Services, Onboard data collection & Analysis etc...

Autonomous
Navigation

Condition
Detection

Situational
Awareness

Analyzes
and
Judgment

Ship Operational Support
Decision Support

Recognition Support

Visit our new website and learn more about Furuno's Digital Transformation
https://www.furuno.com/en/marine-dx/

with FURUNO
Digital Transformation
01 Autonomous Navigation
See the unseen and let the AI make the right decisions and steer the vessel for you.
Autonomous Navigation is based on two fundamental principles:
1/Recognition, which uses sophisticated equipment and unique technologies to
understand the surrounding situation, this is ENVISION.
2/Decision, which analyzes the data collected to make the best decision that will
allow the crew to reach their objectives safely.
At this stage, several innovative technologies have been developed. It is this
combination of all these technologies that will enable us to achieve autonomous
navigation:
AR Navigation System also known as ENVISION, of course, but also Risk Visualizer™
& Berthing Assistance are the first steps towards Autonomous Navigation.

02 Data Management
Because remote maintenance and management are essential to keep equipment running smoothly for a long time, and because the world is increasingly
connected, we have built various communication infrastructures between
shore and onboard ships with a view to the future digital shift of the entire
maritime industry.
We propose and offer a variety of ICT/IoT solutions that meet the needs of our
customers.
IoT Solutions: FOP (Furuno Open Platform) and HermAce
(Navigation Data Sharing)
ICT Solutions: SafeComNet (Furuno Mobile Satellites Services)

Dataloy VMS

Dataloy FAS

Dataloy VMS API

Dataloy BI

Based on decades of expertise arranging millions of cargo unit movements
from, through, and to over 10,000 ports
worldwide, the Dataloy Voyage
Management System (VMS) is the
most effective way to manage your
vessels through a centralised,
all-encompassing end-to-end process
from planning to financial closing.
Collaborate with your team and users in
real-time in a secure environment.

Drive profitability through better fleet
allocation and scheduling decisions
with Dataloy's Fleet Allocation and
Scheduling(FAS) – a powerful schedule
optimisation tool. FAS assigns the
most suitable vessel to the voyage,
mitigating late days and allowing
maximum utilisation. It integrates
economic and operational data from
across the fleet to generate fleet
recommendations.

Leverage a truly unified customer
experience and connect Dataloy VMS
to the best in breed solutions for the
maritime industry. Break digital silos,
avoid duplication and inconsistency.
Take advantage of a comprehensive
and secure ecosystem that supports
decision-making for your entire
organisation.

Leverage the power of analytics to
drive value for shipowners and
charterers by impacting decisions
across various functions of the
marine business, respond to new
opportunities, drive business growth
and reveal hidden intelligence.

Dataloy
API

New app captures information on the job.

O

ne of the most difficult and time-consuming
issues when carrying out inspections

or maintenance jobs on vessels is recording
information on the job. Crews work on machinery,
take notes and go back to their computers in
the office and type in all the information. Now
this problem has been solved by MESPAS,
the maritime software company. They recently
launched the first maritime app for QHSE and
maintenance tasks.

Easy to use and time saving, with the MESPAS app data can be viewed or
entered on the job. Crews doing maintenance jobs can consult manuals,
record tasks completed or add photos and comments.
Superintendents can walk around a vessel and record information or add
photos as they see issues in real time. For example inspection findings and
observations.
The first of its kind, the MESPAS app enables crews a completely new
way of working, greatly improving efficiency. Users simply log in to the app
directly via an internet connection. They download the tasks and can fill
them in, in on or offline mode.
The app is designed for both iOS and Android devices. Further features
will be added regularly, resulting in a complete mobile offering for modern
maritime task management.

The app will be a huge improvement to the daily lives of ship managers
and crews, saving them valuable time and letting them work efficiently and rapidly on the job.

www.mespas.com

Maritime
Connect
Advanced maritime
network solutions
Reliable connectivity
where it matters most

Manage your connectivity and applications on board

The future of maritime
comm
nunication will need:

Overcome your challenges with global satellite connectivity
The maritime industry is on the threshold of rapid technological change. Shipping companies need
to incorporate new digital solutions to remain competitive and shipping fleet operators need to
automate and digitise onboard processes to ensure optimum performance, efficiency and reliability.
Enhanced satellite coverage with Orange Business Services and SES
Orange Business Services has partnered with SES Networks, the world's only multi-orbit satellite
player, to deliver reliable, high-performance broadband services everywhere, from developed
markets to the hardest-to-reach places on the seas of the world. Tiered performance levels allow
you to cost-effectively scale up your bandwidth with seamless, ubiquitous and global services.

Seamless global coverage
Always-on broadband service
High reliability and availability
Guaranteed service level
agreements
Scalability to support future
data growth including voice,
video and telemedicine

The Orange Business Services and SES Network’s partnership offers:
■
■
■

Global fibre-like, low-latency services
Worldwide coverage via multiple geostationary satellites and gateways connected
by a global terrestrial network
Over 70 satellites in two different orbits

This higher bandwidth enables:
■
■
■

New applications: Including Office 360, AWS, Oracle, Salesforce, cloud apps, video on demand
Real-time business: Work environment, services for end users, business processes and apps,
Luxembourg
machine-to-machine communications, customer relationship management software and more
Woodbine
Internet as a convergence enabler: Application services, infrastructure optimization, multimedia
Manassas

communication
Integrated business applications: Including IT integration, real-time access, remote intervention,
crew entertainment and safety
Airtime: VoIP, email, crew calling and SMS, internet access

Honolulu

■
■

Find out more about how we
can help you to modernize your
maritime network and deliver
seamless, cost-effective global
connectivity for your fleet.

Contact our sales team
on our website

ABS MY DIGITAL FLEET

TM

Connect Your Data.
Reduce Your Risks.
Drive Sustainable Results.
SCHEDULE A DEMO AT WWW.EAGLE.ORG/MYDIGITALFLEET

